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Chapter 12
Mobile Security




Shoulder Surfing Attack
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Smudge Attack

(a) Input picture (b) Reference device (¢) Extracted screen (d) Edge detection
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(e) Probabilistic transform (f) Template grid (g) Adding the grid (h) Pattern detection



Juice Jacking
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XcodeGhost

XcodeGhost (and variant XcodeGhost S) are modified versions of Apple's Xcode development environment that are considered malware.['l The software first
gained widespread attention in September 2015, when a number of apps originating from China harbored the malicious code.l?l It was thought to be the "first
large-scale attack on Apple's App Store" [l according to the BBC. The problems were first identified by researchers at Alibaba, a leading e-commerce firm in
China.[®l Over 4000 apps are infected, according to FireEye, far more than the 25 initially acknowledged by Apple,[l including apps from authors outside China.

Security firm Palo Alto Networks surmised that because network speeds were slower in China, developers in the country looked for local copies of the Apple

Xcode development environment, and encountered altered versions that had been posted on domestic web sites. This opened the door for the malware to be
inserted into high profile apps used on iOS devices.[l°]

Even two months after the initial reports, security firm FireEye reported that hundreds of enterprises were still using infected apps and that XcodeGhost

remained "a persistent security risk".[7l8] The firm also identified a new variant of the malware and dubbed it XcodeGhost S: among the apps that were infected
were the popular messaging app WeChat and a Netease app Music 163.19

https://en.wikipedia.org/wiki/XcodeGhost



IMSI Catcher

- Mobile station international subscriber number (MSISDN) waslns v (66) 081-123-4567
- International mobile subscriber identity (IMSI) wasee 1w (520) 03-1234567890
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Malware
Trojan horse
Spyware
Ransomware
Trap door

Logic bomb
Virus

Worms
Monoculture
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Hash Functions

Input Digest
cryptographic
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using System;
using System.Security.Cryptography;

using Microsoft.AspNetCore.Cryptography.KeyDerivation;

Console.Write("Enter a password: ");
password = Console.ReadlLine();

[1 salt = [128 / 8];
using ( rng = RandomNumberGenerator.Create())

{
rng.GetBytes(salt);

}
Console.WritelLine($"Salt: {Convert.ToBase64String(salt)}");

hashed = Convert.ToBase64String(KeyDerivation.Pbkdf2(
password: password,
salt: salt,
prf: KeyDerivationPrf.HMACSHA1L,
iterationCount: 10600,
numBytesRequested: 256 / 8));
Console.WritelLine($"Hashed: {hashed}");




Enter a password: helloworld
Salt: 1ntE98uKsFx7HSTpk/tTEA==

Hashed: xit@xfN1lIfAK2c3TOuogUm/617E0AXxUV14iUSNYpDy@©=




Cryptography (hidden/secret to write)
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https://en.wikipedia.org/wiki/Cryptography



Encryption

An encryption algorithm consists of the following components:

e AsetKofkeys. C(2v(8 key

* Aset M of messages.
* Aset C of ciphertexts.

® An encrypting function E : K = (M — C). That is, for each k € K, E; is a
function for generating ciphertexts from messages. Both E and E; for any k
should be efficiently computable functions. Generally, E, is a randomized
mapping from messages to ciphertexts.

e A decrypting function D : K = (C — M). That is, for each k € K, D, is a
function for generating messages from ciphertexts. Both D and D, for any
k should be efficiently computable functions.



Symmetric Encryption: Block Cipher

- Data Encryption Standard (DES) 64-bit block, 56-bit key
- Advanced Encryption Standard (AES)  128-bit block, 128/192/256-bit key

Plaintext data
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encryption
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Stream Cipher
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Stream ciphers typically execute at a higher speed than block ciphers
and have lower hardware complexity. However, stream ciphers can be
susceptible to security breaches; for example, when the same starting
state (seed) is used twice.



Asymmetric Encryption
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RSA - Rivest, Shamir, and Adleman

In RSA, k, is the public key, and k; is the private key. N is the product of
two large, randomly chosen prime numbers p and g (for example, p and g are
2048 bits each). It must be computationally infeasible to derive k, , fromk, ;, so
that k, need not be kept secret and can be widely disseminated. The encryption
algorithm is E;, y (1) = m* mod N, where k, satisfies k,k; mod (p —1)(g—1) = 1.
The decryption algorithm is then D y(c) = ¢kt mod N.

An example using small values is shown in Figure 16.8. In this example, we
make p =7 and g = 13. We then calculate N =7 % 13 =91 and (p—1)(g—1) = 72.
We next selectk, relatively prime to 72 and < 72, yielding 5. Finally, we calculate
k; such that k,k; mod 72 = 1, yielding 29. We now have our keys: the public key,
k.n = 5,91, and the private key, k, , = 29,91. Encrypting the message 69 with
the public key results in the message 62, which is then decoded by the receiver
via the private key.
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AUthentlcathn (proving that a message has not been modified)
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AUthentlcathn (proving that a message has not been modified)

An authentication algorithm using symmetric keys consists of the follow-
ing components:
o Aset K of keys.
* Aset M of messages.
* Aset A of authenticators.

e AfunctionS: K - (M — A). That is, for each k € K, S, is a function for
generating authenticators from messages. Both S and S, for any k should
be efficiently computable functions.



JWT.IO

Encoded Decoded
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Client Server
(Web App, Mobile App) (Web API)
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HS256 vs RS256 HMAC using SHA256, RSA using SHA256)

Algorithm  HS256

IEEE N Symmetric key
HS384
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'RS256 | Asymmetric key
RS384 private key 13 sign
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24 131,80 2568 (luunguay - Yayey )

https://chula.zoom.us/rec/share/c7T{tGheRKbOD-qE0iM2rOwl]JdVPsnrBfZBYrdAziFDInkaqT93_lv7v8I_D7vaf.p8aJNEVLVAs4WiGO?startTime=1745432170000
Passcode: &#q0I37D\

nFI5UsENaY
https://docs.google.com/document/d/14QySI_BCYKDDI8kfeLGopZfQKQy4nttfwgVndbz75ts/edit?usp=sharing
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