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Chapter 7
Wireless LAN

Wi-Fi (/warfa1/)[1] is a family of wireless network protocols, based on the IEEE 802.11 family of standards, which

Tm  are commonly used for local area networking of devices and Internet access. W/-F7is a trademark of the non-
profit Wi-Fi Alliance, which restricts the use of the term Wi-F Certified to products that successfully complete
interoperability certification testing.[21(3114] As of 2017, the Wi-Fi Alliance consisted of more than 800 companies
from around the world.[>] As of 2018, over 2.97 billion Wi-Fi enabled devices shipped globally each year.6!
Devices that can use Wi-Fi technologies include personal computer desktops and laptops, smartphones and

tablets, smart TVs, printers, smart speakers, cars, and drones.

https://en.wikipedia.org/wiki/Wi-Fi
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This Linksys WRT54GS WiFi router &7
from 2005 operates on the 2.4 GHz
"G" standard, capable of transmitting
54 megabits per second.



Cons

 Quality of service & data rate sninldanelszanns 100 win
wireless 5 1 - 10 Mbit/s 14ane1s 100 - 1,000 Mbit/s
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e Restrictions anudludasiizandn "license-free frequency
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avilazing

» Safety and security iumuﬁmmqmqﬂmm‘%'u 1 1 pacemaker uay

electrocardiogram (ECG) monitoring system nnsld

wireless @eagnanieninndinisldane

https://emfsurvey.com/pacemaker-biomedical-implant-electromagnetic-interference-emi-sources-issues/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3629245/
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https://news.thaipbs.or.th/content/272980
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https://www.sounddd.shop/wifi-ghz/



Wireless LAN

2. 14 radio wave (2.4 GHz uaz 5 GHz)
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Infrastructure-based wireless network

Figure 7.1 =l
Example of three i
infrastructure-based
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Ad-hoc wireless network

Figure 7.2
Example of two ad-hoc
wireless networks

e il wired network i1 2 itesnnsiaans LAN funss 1 I8lifesll switch usien 2 idasunsiafiuuny
wireless Tna'lifasd access point (ad-hoc) lsvsald ?

* satng ad-hoc applications ﬁﬁmﬂ%ﬁmmlﬁqﬁm i Voxer (Walkie Talkie App) aunsni5ugs WiFi
paatlugumaeaiu (Nenajuimaaiu) ad-hoc network



Tdunangaaans (Walkie - Talkie) 1éae laidesd access point
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Ad-hoc wireless network

802.11 LAN

P I o) 7:07/8:10

lusinell WiFi access point
14 WiFi uuu peer-to-peer lild Bluetooth visa NFC

https://www.youtube.com/watch?v=WTqilwXBC20



mm'sgﬁuﬁgwumm Wireless LAN (221 IEEE)

European Telecommunications Standards Institute (ETSI) aan HyperLAN (High
Performance Radio LAN) wsldfienldunminaes IEEE

e |[EEE 802.x LAN siasun (wired / wireless)
e |EEE 802.3 Wired LAN (Ethernet) - physical layer / data link layer

e |EEE 802.11 Family of Wireless LANs




V-T'E 802.11 network PHY standards [hide]
Approximate
8072.11 Release Fre- B?"d' Stream data ratem Allowable range[cfmﬁnn neaded)]
¢ Qquency width MIMO ¢  Modulation
protocol datel” Indoor Qutdoor
streams
(GHz) ¢ | (MHz) # (Mbit's) ® (m) e (ft)s|(m)e| () e
802 11-
o Jun 1997 24 22 1,2 NIA DSSS, FHSS 20 66| 100 330
5 35| 15| 120 390
a Sep 1999 20 6,9 12, 18, 24 36 48 54 NIA OFDM
3.71A] — — | 5,000 16,000
b Sep 1999 24 22 1.2, 55 1 NIA DSSS 35| 115| 140 460
g Jun 2003 24 20 6, 9. 12, 18, 24, 36, 48, 54 NIA OFDM 38| 125| 140 460
400 ns Gl : 7.2, 144, 217,289, 433, 578 65 722 [E
20 : : : : i T 70| 230| 250 g20!
800 ns Gl : 6.5, 13, 19.5, 26, 39, 52, 58.5, 65 [©]
i Oct 2009 245 400 ns Gl - 15, 30, 45, 60, 90, 120, 135, 150 [E] ‘
ns i
40 T T T e 70| 230| 250 g20!
800 ns Gl : 13.5, 27, 40.5, 54, 81, 108, 121.5, 135 [©]
o 400ns Gl : 7.2 144 217, 289, 433, 578, 65, 722, 86.7, 96.3 [E] .
800 ns Gl : 6.5, 13, 19.5, 26, 39, 52, 58.5, 65, 78, 86.7 [C!
- 400 ns GI - 15, 30, 45, 60, 90, 120, 135, 150, 180, 200 /& MIMO-OFDM =l e
800 ns Gl : 13.5, 27, 40.5, 54, 81, 108, 121.5, 135, 162, 180 €I
ac Dec 2013 5 400 ns Gl - 32.5, 65, 97.5, 130, 195, 260, 292 5, 325, 390, 433.3 [E] g
80 800 ns Gl : 29.2, 58.5, 87.8, 117, 175.5, 234, 263.2, 292.5, 351, 390 35 | 11508
€]
160 400 ns Gl : 65, 130, 195, 260, 390, 520, 585, 650, 780, 866.7 [E! 3 | 1152
800 ns Gl - 585, 117, 175.5, 234, 351, 468, 702, 780 [©!

ISM band @g_uh‘?i 2.4 GHz uaz 5 GHz (I = Industrial, S = Scientific, M = Medical)
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OFDM, single carrier,
ad Dec 2012 G0 2.160 Up to 6,912 (6.75 Ghit/s) "% N/A low-power single G0
carrier
Est. Dec
ah 20161 0.9 Up to 20
aj Est. Jul 201781 | 45/60
Est. Dec ,
ax 501808) 2.4/% Up to 10.53 Gbit/s MIMO-OFDM
Est. M
ay m[;;"' 60 8000 Up to 100,000 {100 Gbit/s) 4 OFDM, single carrier, | 60
Est. Mar
B0
° 20215

« AT AZ |EEE 802 11y-2008 extended operation of 802.11a to the licensed 3.7 GHz band. Increased power limits allow a range up to 5,000 m. As of 2009, it is only being licensed in the United

States by the FCC.

« B1B2 B3 B4 BS BE Agqmes short guard interval (SGI) enabled.
o C10C2C3C4C50C8 Aggumes short guard interval (SGI) disabled.




WiFi 4,5, 6, 6E, 7

WiFi 4 WiFi 5§ WiFi 7
Suidadd 2007 2013 2024

uasgu IEEE 802.11 n

AWISOgvaa 150 Mbps 3.5 Gbps

9.6 Gbps 46 Gbps

AduAWA 2.4 GHz, 5 GHz 5 GHz 2.4 GHz, 5 GHz 2.4 GHz, 5 GHz, 6 GHz 2.4 GHz, 5 GHz, 6 GHz

o » ' d y =
A2IUNIGOVdTYryItu 20, 40 MHz 20 ZEBD?‘-HHZ 20, 40, 80, 160 MHz 20, 40, 80, 160, 320MHz

Tuga 64 QAM OFDM 256 QAM OFDM 1024 QAM OFDMA 1024 QAM sOFDMA 4053 0AM OFDMA

Ax4 MIMO, .
MIMO Axd MIMO DL MU-MIMO 8x8 UL/DL MU-MIMO l6x16 UL/DL MU-MIMO

RU RU Multi-RUs

MLO

https://www.sounddd.shop/wifi-7/



Infrastructure-based Network

802.11 LAN

o STA = station wvsaqinsnl innzagiu
802. w LAN access point (AP)
o BSS = basic service set inzagiiu
distribution system
o ESS = extended service set ~a single
network #isynaudgae BSS UAEe] 59

ESS & identifier #a ESSID (s network) wiu
Bonlfiiifsinle ] ChulaWiFi

Portal

o Portal Aa szgniman distribution system wri
LAN a4a17) (21aaziily wired vise wireless)

ESS Access

STA, 802.11 LAN STA,

n1svin handover aqsld AP gvaimeniu flaninsgiu IEEE 802.11f (wnsgudadqaizes handover) daideaaes 802.11f Aa handover 41



Tsuidv WiFi Tiunndiv e Fast Roaming UU Controller EnGenius

AP2
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Fast Roaming Aaa'15?

s

Fast Roaming dantsvizalvialnsailzderu (Client) iduduaunal Access Point annaalaaanie raluiuduanady
Access Point naauils Taavintdenu (Client)iuaylisdndianitininldsunsivduana Taadssuuiuagvinnsitassy
Feuaahvilaadniulé drauinsgiu 802.11k uay 802.11r Feiiulasaia Fast Roaming uu Access Point uilaansuuay
Luuewiuau



n1slsuivingouns Wi-Fi Q28U1aSTU
80211k, 802.11r la: 802.11v UU iOS

J——

QIS i0S 1a: iPad0S UsuusomisisubvuavaniielagiBuiassuindoiiy Wi-Fi

i0S sovsunisisubvuovgnUeRldsuUNMsUSUUSDULIRZDUNY Wi-Fi UavaVANS LIASTU K, T, las v Uav
802.11 Working Group g28Randigrnnisisubvoingaidoudodoynyicu (AP) Ugo AP maluinsodie
Idoanuldagnusiuduungvdu

80211k auwnuun AP lusldaqemii

L1asIU 802.11k 2:328TRqUnsniAUKY AP AogindiAguAwsauldoubuidikurenisisuivldegosaaigs
dognisasusignsovdryryrtuRUSUTRIKUNED 100 AP Tudoguuidnouisvuovdrynytudou gunsnio:
annuKl AP 10KUNgDINS18NST

802.11r v fast roaming

ifogUnsniuavArulsudvon AP KvIUT03n AP KivluinZoinuidednu Lasyu 802.11r :I3AruaUUGR
ISuN3" Fast Basic Service Set Transition (FT) Tun1s$uUsovA21UgNGovaEvsIaISIUINELTU FT vy

$2UAU3ENSSUSEVANIUANADVAIUAGRIIISEIOKIN (PSK) lla: 802.1X

i0S 10 1a:fKunaa: iPad0S WIWSDUNNSSEVSULNASTIU Adaptive 802.11r uuiAaunglSanguov Cisco
UNAsTU Adaptive 802.11r 2:0 FT TagludaviUaldoiu 802.11r uuirgatielsarsvav Cisco ADNSAKUQ
A

Roaming procedures enable wireless access in
areas that are covered by network providers
with which the user does not have any prior
arrangements. Handover procedures enable
the maintenance of ongoing connections
while a user moves across different wireless
access networks (https://d-nb.info/978402669/34).

roaming enaazliilé ip address s urauelvinuseiiedlsls

wiu video call uaz roaming anaazli forward packets an
AP sariauminanli snsann handover fivnliaitendn connect
BEANDALIA vlmmﬂvi’mﬂuvl,é’&imﬁm

80211v 1 wireless network management 1w power saving uaz load balancing

i0S lla: iPadOS soLSUNNSHYIU 802.11v UUUASRIUVUS:INNCGDIUT

« NsSaNISMsIUA8UIUALILY Basic Service Set (BSS)
e Disassociation Imminent

o Directed Multicast Service (DMS)

® BSS Max Idle Service

mssanisnsiUdgunvaviuu BSS Al Disassociation Imminent $ialRialgasnsAduAuyavIAZoUgdona

deanuru:msrvnuvovnisisubvvavanidie lasmsikdoyalkaauavaioudednynyrufiogindlAeo
aunsado:tindoyativiwoseunlodadufaidonitikurenisisudvilululd

DMS 0:UsunisnissuadvdoyaluuiadmadiRikunauuuiniodnslsans gunsniolddoyalimiousudsonis
doansiuuvadmadikaavduna:gas:anainisidoiunuaiaasyovaunsai

e Network assisted Power Savings - Helps clients to improve battery life by enabling them to
sleep longer. For example, mobile devices use a certain amount of idle period to ensure
that they remain connected to access points and therefore consume more power when
performing the following tasks in a wireless network.

e Network assisted Roaming - Enables the WLAN to send messages to associated clients, for
better APs to associate with clients. This is useful for both load balancing and in directing
poorly connected clients.



. %@WM‘LL%‘%Lﬁmﬁuﬁ’mumﬂ;ﬁuummﬁm IEEE 802.11 (wireless LAN) wazumsgu IEEE 802.3 (wired LAN)
e Layer drsuuuasliviuin layer d419a19 (MAC) 209 802.11 uaz 802.3 siveiuatnels azuaadiuduniauiu ua 802.11 dandauin
(lower bandwidth uaz higher access time)

Fixed
terminal

Mobile terminal

Infrastructure
network
Access point

application application

TCP TCP

P Logical Link Control IP

LLC LLC LLC
802.11 MAC 802.11 MAC 802.3 MAC 802.3 MAC
802.11 PHY 802.11 PHY 802.3 PHY 802.3 PHY




Distributed Foundation Wireless Medium Access Control (DFWMAC)

DIFS DIFS
= > “PIFs
-
_ SIFS _
ey 123 | [ coneir
\5 direct access if t

medium is free = DIFS

gﬂ‘ﬁﬁ@ﬁﬂwm Medium Access Control (MAC)



Short inter-frame spacing (SIFS): The shortest waiting time tor medium
access (so the highest priority) is defined tor short control messages, such as
acknowledgements ot data packets or polling responses. For DSSS SIFS is
10 us and for FHSS it is 28 us. The use of this parameter will be explained in
sections 7.3.4.1 through 7.3.4.3.

PCF inter-frame spacing (PIFS): A waiting time between DIFS and SIFS
(and thus a medium priority) is used for a time-bounded service. An access
point polling other nodes only has to wait PIFS for medium access (see sec-
tion 7.3.4.3). PIFS is defined as SIFS plus one slot time.

DCF inter-frame spacing (DIFS): This parameter denotes the longest wait-
ing time and has the lowest priority for medium access. This waiting time is
used for asynchronous data service within a contention period (this para-
meter and the basic access method are explained in section 7.3.4.1). DIFS is
defined as SIFS plus two slot times.

PCF = Point Coordination Function
DCF = Distribution Coordination Function
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i@ RTS uaz CTS rieuds data ieuttlyw Hidden Terminals (5w 2 station azdem3as 1 i)
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PCF = Point Coordination Function
DCF = Distribution Coordination Function
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How-Bluetooth and Wi-Fi Interfere

Wi-Fi and Bluetooth both occupy a section of the 2.4 GHz ISM band that 1s 83 MHz-wide.
Bluetooth uses Frequency Hopping Spread Spectrum (FHSS) and 1s allowed to hop between
79 different 1 MHz-wide channels 1n this band.

Wi-F1 uses Direct Sequence Spread Spectrum (DSSS) instead of FHSS. Its carrier does not
hop or change frequency and remains centered on one channel that is 22 MHz-wide. While
there 1s room for 11 overlapping channels-n this 83 MHz-wide band, there 1s only room for
three non-overlapping channels. Thus there can be no more than three different Wi-Fi
networks operating in close proximity to one another.

When a Bluetooth radio and a Wi-Fi1 radio are operating in the same area, the single 22 MHz-
wide Wi-Fi channel occupies the same frequency space as 22 of the 79 Bluetooth channels
which are 1 MHz wide. When a Bluetooth transmission occurs on a frequency that lies
within the frequency space occupied by a simultaneous Wi-Fi transmission;-some level of
interference can occur, depending on the strength of each signal.



auth login fuudh main

> 5 Appjs > ...

import { Routes, Route } from "react-router-dom™;

t Login from './Login’
ort Main from './Main’

App() {

return

Routes
Route path="/
Route path="/login" element=
Route path="/main” element=

y

element={<Login

Routes

ort default App




npm install react-hot-toast

import React from 'react’;
import ReactDOM from

import './index.css’';
import App from

import reportWebVitals from

import { BrowserRouter } from 'react-router-dom’
I
L

import { Toaster } from 'react-ho

root = ReactDOM.createRoot(document.getElementById( 'root'));
root . render(

BrowserRouter

BrowserRouter

reportWebVitals();



wih main (vasaanaudiia)
> J5 Mainjs > ...
import React from 'reac

import { useNavigate }

_t [
from 'react-router-dom’

navigate = useNavigate()
return
Main Page

export default Main
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src > J5 Login,js > ...

import React, { useState } from 'react’

import { useNavigate } from 'react-router-dom'
import { toast } from 'react-hot-toast’

import { useCookies } from ‘react-cookie’
import axios from 'axios'

function submit(username, password, setCookies, navigate,) {
axios.post('http://localhost:5555/tokens’, { nationalld: username, password: password }).then((response) => {
setCookies('token', response.data.token)
toast.success( ' fAaaninasyun’)
navigate('/Main")

}).catch((error) =» {
toast.error(error.response.status +

1)

mn m

+ error.response.statusText)

function Login(props) {

const [username, setUsername] = useState('');

const [password, setPassword] = useState('');

const [, setCookies] = useCookies(| "token']);

let navigate = useNavigate()

return <center>»
<h1>To Do App</hl>
<input type='text' placeholder="ilanilszaéilszrintu’ value={username} onChange={(e) => setUsername(e.target.value)}></input><br
<input type='password' placeholder='sWau11u' value={password} onChange={(e) => setPassword(e.target.value)}></input><br /><br />
<button onClick={() => submit(username, password, setCookies, navigate)}>uhadsguuc</button>

</center:>

export default Login
=
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