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Chapter 5
Satellite Systems



Major Classes of Satellites

GEO - Geostationary earth orbit
MEO - Medium earth orbit

LEO - Low earth orbit

HEO - Highly elliptical orbit

Figure 5.6
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GEO - Geostationary earth orbit )
Geostationary (or geosynchronous) earth orbit (GEO) szaznisilszann 35,800 km andulan

Tdtnanandtyny1ning 17 waziisnisinsdwiianenasaungununndn (usldninasdennn uazaiasiunn)

MEO - Medium earth orbit
Medium earth orbit (MEO) szazn19 5,000 - 12,000 km

LEO - Low earth orbit
Low earth orbit (LEO) sza1zn19 500 - 1,500 km ‘4411 "espionage" (spying)

wadlauug
HEO - Highly elliptical orbit | |
Highly elliptical orbit (HEO) Taasliiluasnan el perigee agwiiaiiaglugy < ivalidtynynnsm

(sumikslrasuasdng luaananas Inalaniign)



https://www.youtube.com/watch?v=V9xGRtbTzS8




Geo-Stationary Earth Orbit

These satellites have almost a distance of 36,000 km to the earth.

E.g. All radio and TV, whether satellite etc, are launched in this orbit.

Advantages of Geo-Stationary Earth Orbit

1.

It Is possible to cover almost all parts of the earth with just 3 geo satellites.

2. Antennas need not be adjusted every now and then but can be fixed permanently.

3.

The life-time of a GEO satellite is quite high usually around 15 years.

Disadvantages of Geo-Stationary Earth Orbit

1

2.

Larger antennas are required for northern/southern regions of the earth.
High buildings in a city limit the tfransmission quality.

High transmission power is required.

These satellites cannot be used for small mobile phones.

Fixing a satellite at Geo stationary orbit is very expensive.



Medium Earth Orbit

Satellite at different orbits operates at different heights. The MEO satellite operates at about 5000 to 12000 km away from the
earth's surface.

These orbits have moderate number of satellites.

Advantages of Medium Earth Orbit

1. Compared to LEO system, MEO requires only a dozen satellites.
2. Simple in design.
3. Requires very few handovers.

Disadvantages of Medium Earth Orbit

1. Satellites require higher transmission power.

2. Special antennas are required.



Low Earth Orbit
LEO satellites operate at a distance of about 500-1500 km.

Advantages of Low Earth Orbit

1. The antennas can have low transmission power of about 1 watt.

2. The delay of packets is relatively low.

3 Useful for smaller foot prints The antenna footprint is the area on the Earth
' ' illuminated by the antenna with a specified minimum
gain.
Disadvantages of Low Earth Orbit

1. If global coverage is required, it requires at least 50-200 satellites in this orbit.
2. Special handover mechanisms are required.
3. These satellites involve complex design.

4. Very short life: Time of 5-8 years. Assuming 48 satellites with a life-time of 8 years each, a new satellite is needed every 2
months.

5. Data packets should be routed from satellite to satellite.



Highly Elliptical Orbit

This orbit is made for satellites that do not revolve in circular orbits, only a very few satellite are operating in this orbit.

Sirius Satellite Radio uses HEO orbits to keep two satellites positioned above North America while another
satellite quickly sweeps through the southern part of its 24-hour orbit. The longitude above which the satellites
dwell at apogee in the small loop remains relatively constant as the earth rotates. The three separate orbits are
spaced equally around the Earth, but share a common ground track.

Examples of HEO orbits offering visibility over Earth's polar regions, which most geosynchronous satellites lack,
are:

» Molniya orbits, named after the Molniya Soviet communication satellites which used them.

e Tundra orbits

Much of Russia is at high latitude, so geostationary orbit does not provide full coverage of the region. These
Soviet HEO orbits include polar coverage.
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Sirius XM Holdings' annual revenue from 2003 to 2021 Sirius XM Satel ||t.e -(:
(in million U.S. dollars) o -
Radio ((SiriusXm))

siriusxm.com

v

Adam Levine Performs "Purple Rain” At The Howard Stern Birthday Bash on SiriusXM https://www.youtube.com/watch?v=8w2INpixqOc



History

o Suldnnflundiainmulanaian 2
o sxyinesensadiy (Cold War) 1uil 1957 Soviet Union dssnaiiennssusnisvlilaassenlanie Sputnik
e Sputnik Mlaurdedtynyrns beep aanuuszes
e 11 1960 anaifienda ECHO (a mirror in the sky yuthiigeieudnymnnainiy)
* 13 1963 pafiesida SYNCOM dunnafiauuuy geostationary via geosynchronous assusn
e 13 1965 pnaifiesida INTELSAT1 "Early bird" lusmaifien@anidiadanausn
o 240 duplex telephone channels via
o 1TV channel
* 1uil 1967 anaiitesdo INTELSAT2
e 1 1969 pafiemda INTELSAT3 shl4ds 1,200 telephone channels (Tnsdwisssann)
o ufl 1976 anadiunde MARISAT suan 3 ans widessudeatunie
e il 1982 pnafiemda INMARSAT-A lunnndfesdmsuinsdnsizedatrsausn
* INMARSAT-C i3s3 data &7 600 bit/s

* INMARSAT-M jugsdayauuu digital
* qunmifudednyrauiuaamaniauna g uazivnuinuan



Applications

* Weather forecasting
e Radio and TV broadcasting satellites
* Military satellites

 Satellites for navigation
* Global telephone backbones lidastnsdniszminalsyina Famaldi5)

o gnunuiidae fiber optical cables dhusmnasms

o Fiber optical cables dwdfayalfiaaznin (10 Gbit/s)

o Fiber optical cables gsfayalmianga dszaznie 10,000 km wsanamenld 72,000 km (0.25 s delay)
* Connections for remote or developing areas wu pivszmadugiangs wjinz visedalan

* Global mobile communication ldaguaunnndneunn widiscansattias lifgunazasne cellular network



Global Positioning System w5a GPS
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Basics

Satellites orbit around the earth. Depending on the application, these orbits can

be circular or elliptical. Satellites in circular orbits always keep the same distance
to the earth’s surface following a simple law:

e The attractive force F, of the earth due to gravity equals m-g- (R/r)%.
e The centritugal torce F trying to pull the satellite away equals m-r-m?.

The variables have the following meaning:

m is the mass of the satellite;

R is the radius ot earth with R = 6,370 km;

r is the distance of the satellite to the centre of the earth;

¢ is the acceleration of gravity with ¢ = 9.81 m/s?;

and o is the angular velocity with o = 2.xn-f, f is the frequency of the rota-
tion.



To keep the satellite in a stable circular orbit, the following equation must hold:

e [ =F,ie, both forces must be equal. Looking at this equation the first
thing to notice is that the mass m ot a satellite is irrelevant (it appears on
both sides of the equation).

e Solving the equation for the distance r of the satellite to the center of the
earth results in the following equation:

The distance r = (g-R%/(2-n-f)?)1/3

From the last equation it can be concluded that the distance of a satellite to
the earth’s surface depends on its rotation frequency. Figure 5.2 shows this
dependency in addition to the relative velocity of a satellite. The interesting
point in the diagram is when the satellite period equals 24 hours. This is exactly
the case tor a distance of 35,786 km. Having an orbiting time of 24 hours
implies a geostationary satellite if it is additionally placed above the equator.
(Satellites of this type will be discussed in a later section.)



Figure 5.2 A
7 e
Dependency of Velocity [x1,000 km/h]
satellite period and

distance to earth

- Satellite
| period [h]

Synchronous distance
35,786 km
L -
| | [~y
20 30 40 x 10°m
Radius

e radius ifind @vsl,mm‘iﬂ@ﬁ@uimmmu M 1= 40,000 km N1 ] agldanlnassaulan 24

TN NEA geostationary satellites ‘1/1 radius Lmum@ Hugeeznig (synchronous distance) =

35,786 km (radius ARATNLLNULIAN distance ﬂmmﬂwumim)



Inclination (0)

Figure 5.3 Plane of satellite orbit
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Elevation angle (&)

Figure 5.4
Elevation angle of
a satellite




Loss of Signals

L =(4-n-r-f/ c)?

with fbeing the carrier frequency and c the speed of light.

This means that the power of the received signal decreases with the square
of the distance. This also directly influences the maximum data rates achievable
under certain assumptions (transmit power, antenna diameter, operating fre-
quency etc.) as shown in Comparetto (1997). While with antennas used tor
mobile phones a data rate of 10 kbit/s is achievable with a 2 GHz carrier for
satellites in some 100 km distance as discussed in section 5.3.2, only some
10 bit/s are possible with geostationary satellites in a distance of 36,000 km.

Starlink @exriu router windi vazls data rate ga (ldlwianntiu Tlaldue)



Emergency SOS

via satellite

Globalstart

InAlUTadadu 10 data rate uINUU 256 kbps AUIW (IGuuQ) Upgav
https://www.youtube.com/watch?v=TuV3BNjOx4l
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The thing that makes the Mai:e 60 Pro unique is that it offers

satellite voice capability in a regular smartphone format. (Huawei)
https://www fiercewireless.com/tech/huaweis-mate-60-pro-phone-uses-3-geo-satellites-china-telecom
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Signal Attenuation
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SpaceX plans worldwide satellite
Internet with low latency, gigabit speed

SpaceX designing low-Earth orbit satellites to dramatically reduce latency.

SpaceX will use frequencies between 10GHz and 30GHz,
in the Ku and Ka bands. The company said it's designing
everything "from the ground up" with the goals of cost-
effectiveness and reliability.

There’s a long way to go before SpaceX connects any
Internet customers. But if the company achieves its goals,
it could be a boon for consumers in rural areas who lack
fast connectivity and customers anywhere else who want
more competition. Musk has been working on the
satellite Internet project for at least two vyears, and
SpaceX received S1 billion in funding from Google and
Fidelity Investments in January 2015 to support satellite
manufacturing and space transport.

https://arstechnica.com/information-technology/2016/11/spacex-plans-worldwide-satellite-internet-with-low-latency-gigabit-speed/


http://arstechnica.com/information-technology/2014/11/elon-musk-considers-building-smaller-cheaper-internet-satellites/
http://arstechnica.com/business/2015/01/google-might-pour-money-into-spacex-really-wants-satellite-internet/
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WHN1SN191U4V9 Starlink wansngeanly Imﬁfmmﬁwaggﬂﬂéa&Jsﬁuiﬂé’fwu
Uﬁﬁmmﬁﬁﬁmdﬂmf;Lﬁamaqr{{mamﬁﬁu wladn Starlink agaglnalanuinnings
60 11 denalraninsodsdyanaudumesiinfisawss @ 2567 ping 18 30 - 50ms
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Iaev19 Elon Musk taansuawiendu Starlink 138nanlusunanazairadugunsailians wazaiuise
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https://thomasthailand.co/innovation/starlink/
https://www.spacedaily.com/reports/Is_Starlink_Good_for_Gaming_What_Player_Experiences_Reveal_About_SpaceXs_Satellite_Internet_999.html



Starlink and Fixed Broadband Performance in Canada and the United States
Speedtest Intelligence® | Q1 2021-Q1 2022
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SPALCE > FAICON9 FALCONHEAVY DRAGON UPDATES

CRS-10 MISSION




https://m-secure.wsj.net/video/20170114/011417spacex_preview/011417spacex_preview_v2_ec664k.mp4



SES-9 spacecraft in Geo Transfer Orbit, 40,600 km in altitude (image from SpaceX)
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https://www.youtube.com/watch?v=jfN8U _bt3is



Mechazilla
https://www.youtube.com/watch?v=nVNIoQUcFI4
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Iridium satellite constellation

Manufacturer Motorola (Original constellation) -
Thales Alenia Space (NEXT
constellation)

Country of USA
origin

Operator Iridium Communications

Applications communications

Production
AL B Status In Service
Bus LM-700(Original) - Built gg|citation needed]

EliteBus1000(NEXT)
Launch mass 689 kilograms (1,519 Ib)

Launched 95 (Original) - 10 (NEXT)

Operational 72 (66 in active service
Power 2 deployable solar panels+batteries 6 spares)

Regime Low Earth Orbit First launch Iridium 4,5,6,7,8 on 5 May 19970
Last launch 14 January 2017



Coverage of Earth by the Iridium satellites which are arranged in 6 orbits of 11 satellites each.

14 66 A9 d190980 6 A% TN lEivNe 72 g
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“isiridium

NTAAvuuIuuad nou iPhone ua: Android
uci data rate Uuting DOUDURIEUINTLTA
AIKLJDKISID9AULID ANBUSANSI:ULWOLIN

Rechargeable lithium-ion battery works with the
Iridium 9555 satellite phone. Up to 4 hours of talk
time; Up to 30 hours of standby operation.

https://www.satellitephonestore.com/catalog/sale/details/iridium-9555-battery-oem-130

Q: How long can iPhone battery last on call?
A: between 10 to 17 hours
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THAICOM 8

Service Footprint

THAICOM 8 Specifications

Manufacturer: Orbital ATK Inc., USA
e e G
B ™ ™

Attitude Control:  3-Axis Stabilized
Launch Mass: Approx. 3000 kg
Launch Date: 27 May 2016

Transponder Capacity:
Ku-Band 24 Transponders

Technical speciflications are subject to change without prior notice.

@ Ku-Band Southeast Asia (Mainland) Beam

Ku-Band South Asia Beam

@ «u-Band Steerable Beam

& Thaicom Public Company Limited

Q?/ 63/21 Rattanathibet Road, Nonthaburi H000, THAILAND
= THAICOM ' '

Tel: (662) 591-0736 to 49; Fax: (662) 591-0706, (662) 591-0719, Email: sales@thaicom.net, Web: www.thaicom.net

May 2017
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THAICOM-7

Service Footprint

o THAICOM-7 Specifications

13
Manufacturer: Space Systems

Loral , USA

Orbital Slot: 120° East
DesignLife: 15Years
Attitude Control: 3-Axis Stabilized
Launch Mass: Approx. 3700 kg
Launch Date: 2014 -

Transponder Capacity:

C-Band 14x36 MHz

Technical specilications are subject to change without prior notice.

-
4
g

July 2013

/ THAICOM Public Company Limited
N 41/103 Rattanathibet Road, Nonthaburi 11000, THAILAND
THA'COM attanathi (o= on uri

Tel: (662) 591-0736 to 49; Fax: (662) 591-0706, (662) 581-0719, Emall: sales@thaicom.net, Web: www.thaicom,net
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PHP (began in 1994, its competitor is ASP by Microsoft)

—1 Request R

< Dynamic response ;—/

Web Browser Server Database

7 Server #asfasalilsunsu Web Server
i Apache / NginX (Linux) v3a IS (Windows)
default port number: 80



PHP Tutorial

PHP Intro

PHP Install

PHP Syntax

PHP Comments
PHP Variables
PHP Echo / Print
PHP Data Types
PHP Strings

PHP Numbers
PHP Constants
PHP Operators
PHP If...Else..Elseif
PHP Switch

PHP While Loops
PHP For Loops
PHP Functions
PHP Arrays

PHP Sorting Array
PHP Superglobals

L

index.php

<!DOCTYPE html>

<html>

<body>

server-side script vinanids server

< ?php

echo "My first PHP script!”;
>

</body>

</html> HTML + JavaScript + PHP

TulWaimeni

@ Laravel

https://laravel.com

https://www.w3schools.com/php/default.asp



ASP.NET

MVC Models, Views, and Controllers

What does MVC look like?

#inds controller Controller
AnaelAafildann 21 APl i Activities Request (@elaligell[=J@ Retrieves Model
nn9in scaffold "Does Stuff”
fnde GUI ust ASP.NET firsecilefildiin Views ligae Model
Tisaellld front-end framework au - 1w React ,
View
FaRaIN IR LS L UNR AT UL LA Tiiasa ) Response Visually represents
the model

Tsunsumesauiaeaniie Controllers / Models / Views
dade e suutanudy front-end / back-end ils
Tdwaneiuldndaaunnlug AesisAuALALD @e




Web API
(Back Enp)



https://docs.microsoft.com/en-us/aspnet/core/tutorials/first-web-api?view=aspnetcore-6.0&tabs=visual-studio-code

|||||

dotnet --list-sdks

aetsdalmsi il Web APl e ToDo
dotnet new webapi -0 ToDo --framework net6.0

Al T aumeTAL g

cd ToDo

RanaLAiesiagusL entity framework (ef)
dotnet tool install --global dotnet-ef

7 package welild entity framework 1%
dotnet add package Microsoft.EntityFrameworkCore.Design --version 6.0.15

7 package welild MariaDB 1%
dotnet add package Pomelo.EntityFrameworkCore.MySql --version 6.0.3

a¥emmaangudeyas (Scaffold)

dotnet ef dbcontext scaffold "server=localhost;port=3306;user=username;password=password;database=ToDo"
Pomelo.EntityFrameworkCore.MySql -c ToDoDbContext -o Models -f (@awiulvdisu i) --no-pluralize

s visual studio code azlgawmas Models |EEVEYEEES
code. Activity.cs

ToDoDbContext.cs

User.cs



] File Edit Selection View G Run Terminal Help

LL"] EXPLORER e WeatherForecastController.cs @
1

v TODO Controllers > WeatherForecastController.cs
% hin using Microsoft.AspNetCore.Mvc;

~ Controllers

WeatherForecastController.cs ELT LI e are

Models [ApiController]

obj [Route("[controller]™)]
Properties public class WeatherForecastController : ControllerBase
appsettings.Development.json 1

appsettings.json private static readonly string[] Summaries =

Program.cs
. g”, "Bracing”, “"Chilly", "Cool™, "Mild™, “Warm", “Balmy", “Hot", "Su ing", "Scorching”
% ToDo.csproj

WeatherForecast.cs

ILogger<WeatherForecastController> logger;

public WeatherForecastController(ILogger<WeatherForecastController> logger)
I
L

_logger = logger;

[HttpGet(MName = "GetWeatherForecast™) ]
public IEnumerable<WeatherForecast> Get()
{
return Enumerable.Range(1l, 5).5elect(index 12w WeatherForecast
{
Date = DateTime.Now.AddDays(index),
TemperatureC = Random.Shared.MNext(-2e8, 55),
Summary = Summaries|Random.Shared.Next(Summaries.Llength) ]

}
-ToArray( };




File Edit Selection View Go Run Terminal Help < v @ localhost5555/weatherforecast X +

EXPLORER ! troller.cs {} appsettingsjson @ o
r_l-_'; e 2 < C m @ localhost:5555/weatherforecast
~ TODO 1} appsetting ¥
S bin { Pretty prlnt
~ Controllers Logging™: | [
. - “Loglevel™:
WeatherForecastController.cs ogLe _ . {
. "Default”: "Information "date": "2825-82-84T21:54:43.6606713+87:88",
» Models “Microsoft.As tCore”: "Warning” :temperaturec:: -16,
> obj temperatureF™: 4,
) ] "summary": "Cool"
> Properties Is g
appsettings.Development.json "AllowedHosts": " 1
. "Kestrel™: "date": "2825-82-85T21:54:43.6614476+87:08",
appsettings.)son : ~“- - '.“ "temperatureC”: 45,
Program.cs EndlentSr: "temperatureF": 112,
: "Http™: - "summary": "Cool"
= ToDo.cspro) " ¢ . - Y
. Url”: "http://localhost:55 I
WeatherForecast.cs {
"date": "2B25-82-86T21:54:43.6014636+87:08",
"temperatureC”: -1,
"temperatureF": 31,
"summary": "Mild"
. T
dotnet build {
"date": "2B25-82-87T21:54:43.6614638+87:88",
dotnet run "temperatureC”: 54,
"temperatureF": 129,
"summary”: "Balmy"
¥
1
"date": "2B25-82-83T21:54:43.6614644+67 88",
"temperatureC”: -15,

"temperatureF": &,
"summary™: “Warm"
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POST Tokens

Program {

SecurityKey = "WKVFabOFQhIHIMPVWKV

Nationalld
Password

dotnet add package System.ldentityModel.Tokens.Jwt --version=6.35.0



Controllers > TokensController.cs

using Microsoft.AspMetCore.Mvc; var desc = new SecurityTokenDescriptor()};
using Microsoft.IdentityModel.Tokens; desc.Subject = new ClaimsIdentity
using Microsoft.AspNetCore.Cryptography.KeyDerivation; new Claim[] {

using System.Text;
using System.Security.Claims;
using System.IdentityModel.Tokens.Jwt;

new Claim(ClaimTypes.Name, user.Id.ToString())},
new Claim{ClaimTypes.Role, "user”)

using ToDo.Models; }

using ToDo.DTOs; F
desc.NotBefore = DateTime.UtcNow;

namespace ToDo.Controllers; desc.Expires = DateTime.UtcNow.AddHours(3);
desc.IssuedAt = DateTime.UtcNow;

[ApiController] desc.Issuer = “ToDo";

[Route("[controller]™)] desc.Audience = “"public”;

public class TokensController : ControllerBase desc.5igningCredentials = new SigningCredentials

new SymmetricSecuritykey(

private readonly ILogger<TokensController> logger; ) .
Encoding.UTF8.GetBytes (Program.SecurityKey)

public TokensController(ILogger<TokensController:> logger) )
i SecurityAlgorithms.HmacSha2565ignature
_logger = logger; :
var handler = new JwtSecurityTokenHandler();
rar token = handler.CreateToken(desc);
[HttpPost]
FO st 1

S + . , return Ok(new { token = handler.WriteToken(token) });
public IActionResult Post([FromBody] DTOs.Login data) . :

var db = new ToDoDbContext():
#2984 status code (3 63 codes)
var user = (from x in db.User where x.MNationalId == data.Nationalld select x).FirstOrDefault(); 200 Ok
if (user == null) return Unauthorized():
201 Created
string hash = Convert.ToBaseb45tring 204 No Content
KeyDerivation.Pbkdf2( -

password: data.Password, 401 Unau,thorlzed

salt: Convert.FromBase6d5tring(user.Salt), 403 Forbidden

prf: KeyDerivationPrf.HMACSHAL, 404 Not found

iterationCount: 16660, 500 Internal Server Error

numBytesRequested: 256 [ 8
)

R e e e T e R https://umbraco.com/knowledge-base/http-status-codes/




dotnet add package Microsoft.AspNetCore.Authentication.JwtBearer --version 6.0.36

Program.cs
using System.Text;
using Microsoft.IdentityModel.Tokens;
using Microsoft.AspNetCore.Authentication.JwtBearer;

builder = WebApplication.CreateBuilder(args);

builder.Services.AddControllers();

builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();

builder.Services.AddAuthentication{options => {
options.DefaultAuthenticateScheme = JwtBearerDefaults.AuthenticationScheme;

options.DefaultChallengeScheme = JwitBearerDefaults.AuthenticationScheme;
options.DefaultScheme = JwtBearerDefaults.AuthenticationScheme;
1) .AddIwtBearer{options => {
options.SaveToken = H
options.RequireHttpsMetadata =
options.TokenValidationParameters = Microsoft.IdentityModel . Tokens.TokenValidationParameters

ValidateIssuer =
ValidateAudience =
ValidIssuer = "ToDo",
ValidAudience = "public”,

Issuersigningkey symmetricSecurityKey{Encoding.UTF8.GetBytes (Frogram.SecurityKey))




app = builder_Build();

if (app.Environment.IsDevelopment())
app.UseSwagger( ) ;
app.UseSwaggerUI();
.UseHttpsRedirection();
.UseCors{Dptions => Options.AllowAnyOrigin().AllowAnyMethod().AllowAnyHeader())},
.UseAuthentication();
.Useputhorization();

.MapControllers();

LRun(};

Program {

SecurityKey




POST w http:/flocalhost:5555/tokens ‘ m

Params Authe Headers(9) Bodye Scripts Settings Cookies
raw JSOM v Beautify
1 i
2 "nationalld": "12345675980123"%,
3 "password”: "12345673"
4 1
Body ~ fL) 200 OK 1.03s - 3918 @ @ oo
{} JSON ~ [ Preview $9 Visualize -~ = Mo &
1
2 "token": "eylhbGci0iJlIUzIINiIsINRECcCISTIkpXVCIS.

eyJlbmlxdWVEbmFtZSI6TIJEILCIvb2Zx]1IjoidXNlciIsIm5iZiIaMTocz0DUSOTY yOCwiZXh
wIjoxNzMANIEWNDIALCIpYXQi0jE3Mz810Tk2MigsImlzcyI6T1RVRGEILCIhdWOi0LiJwdw
JsaliMif0.x38BxIFE0GERWS yELOCKWasvUIYET WS -wil0apnEGL"



JWT.IO

E n Cﬂd Ed PASTE A TOKEM HERE

eyJhbGc101JIUzITN1iIsInRScCI6IkpXVCJ9. ey
J1bmlxdWVFbmFtZSI6IjEiLCJyb2x1IjoidXNlc
1IsIm51ZiI6MTcz0ODUSOTYyOCwiZXhwIjoxNzM4
NJEWNDI4LCJpYXQi0jE3Mzg10Tk2MjgsImlzcyI
6I1RvVRG81LCJhdWQiOiJwdWJIsaWMifQ.x38BxIF
8QGGRwSyBb9CXWagvUIY87W8r-wj108apnES4

D E G D d E d EDIT THE PAYLOAD AMD SECRET

HEADER: ALGORITHM & TOKEN TYPE

{
"alg": "HSZ56",
"typ": "JWT"

y

PAYLOAD: DATA

{
"unigue_name": "1",
"role": "user”,
"nbf": 1738599628,
"exp”: 1738618428,
"iat": 1738599628,
"iss": "ToDo",
"aud”: "public”

H

VERIFY SIGMATURE

HMACSHAZ 56
base64UrlEncode(header) + "." +
basef4UrlEncode(payload),
WKVFabgFQhIH1MPVWKVFab¢ Program.SecurityKey
)} [ secret base64 encoded



POST Activities

Controlle

ToDo.DTOs {

Activity {

Name
DateTime When

Arsis packages i

woller : Controllers dotnet add package Microsoft.AspNetCore.Authentication.JwtBearer --version=6.0.36

dotnet add package Newtonsoft.Json --version=13.0.3
ILogger<ActivitiesController> logger;

ActivitiesController(ILo

_logger = logger;

I.I:I:ll-l "

t Post([FromBody] DTOs.Activity data

a.Userld =
a.MName = da
a.When = data.wWhen;
db.Activity.Add(a);
db.5aveChanges( ) ;

Convert.ToUInt32(User.Identity.Name);
ta.Name;

return Ok { id = a.Id});




Program.cs
using System.Text;
using Microsoft.IdentityModel.Tokens;
using Microsoft.AspNetCore.Authentication.JwtBearer;

ar builder = WebApplication.CreateBuilder(args);

builder.Services.AddControllers();

builder.Services.AddEndpointsApiExplorer();
builder.Services.Add5SwaggerGen() ;

builder.Services.AddAuthentication{options => {
options.DefaultAuthenticateScheme = JwtBearerDefaults.AuthenticationScheme;
options.DefaultChallengeScheme = JwtBearerDefaults.AuthenticationScheme;
options.DefaultScheme = JwtBearerDefaults.AuthenticationScheme;

1) .AddIwtBearer(options =>
options.SaveToken = true;
options.RequireHttpsMetadata = false;

options.TokenValidationParameters = new Microsoft.IdentityModel.Tokens.TokenValidationParameters

ValidateIssuer = true,

ValidateAudience = true,

ValidIssuer = "ToDo",

ValidAudience = "public”,

IssuerSigningKey = new SymmetricSecurityKey(Encoding.UTF8.GetBytes(Program.SecurityKey))

¥);

ar app = builder.Build();




if (app.Environment.IsDevelopment())

{
app.UseSwagger();
app.UseSwaggerUlI() ;
.UseHttpsRedirection();
.UseAuthentication();

.UseAuthorization();

-MapControllers();

Run();

Program {

SecurityKey = "WKVFabSFQhIHIMPVWKVFabSFQhIHIMPV™;




POST w http:/flocalhost:5555/activities ‘ m

Params Authe Headers (9) Bodye Scripts Settings Cookies
raw JSOMN Beautify
1 4
2 "name": "G0u mobile™,
3 "when": "Z025-82-34T11:08:88"
4 I
Body ~ 1) 20006  85ms  156B @ oo
{} JsON ~ [ Preview ¢ Visualize -~ = O Q &
1 1
2 | "id": 3
3 1

ToDo.Activity: 3 rows total (exact)

# Id ? Userld ? Mame When
1 1 1 daaiasd 2025-01-31 09:00:00
2 2 1 gadulu 2025-02-01 13:00:00

3 3 1 (Z#umobile 2025-02-04 11:00:00



GET Activities

HttpGet ]
Authorize(Roles = "user")]
TIActionResult Get()

db = ToDoDbContext

F ]

activities X db.Activity

x.UserId == Convert.ToInt32(User.Identity.Name
X .When

X.Name,
X .When

if (lactivities.Any()) return NoContent();

return Ok(activities);




=m

GET v http://localhost:5555/activities
Params Authe Headers (/) Body Scripts Settings Cookies
Body ~ <0 2000K - 1.27s - 351B - @) e
{} JSON v  [> Preview Q) Visualize ~ = g Q &

1 [

2 i

3 "name": "dmaraisH",

4 "when": "2025-01-31TR9:00:08"

5 5,

6 i

7 "name": "umdulu",

(5] "when": "2025-02-01T13:00:00"

9 i,

1@ 1

11 "name": "i3uu mobile",

12 "when": "2025-02-04T11:00:08"

13 1

14 ]



GET Activities/{id}

[HttpGet]
[Route("{id}")]
[Authorize(Roles = "user")]
public IActionResult Get(uint id)
{

var db = new ToDoDbContext();

activity = (from x in db.Activity
where x.UserId == Convert.ToInt32(User.Identity.Name) && x.Id == id

ArnAarnihn v Lilhan
i 4 ’ s ¥NILINI

name = X.Name,

when = x.When
}) .FirstOrDefault();

activity == null) return NotFound();

return Ok(activity);




GET v http://localhost:5555/activities/3 ‘

Params Authe Headers (/) Body Scripts Settings Cookies
Body ~ U 200 OK 91ms - 210B @ oo
{} JSON v [ Preview ¥Q Visualize ~ = O Q &

1 1

2 "name": "Szu mobile",

3 "when": "2025-02-04T11:00:00"

4 i



PUT Activities/{id}

[HttpPut]
[Route("{id}")]
[Authorize(Roles = "user")]
IActionResult Put( id, [FromBody] DTOs.Activity data)

db = ToDoDbContext();

activity = X db.Activity
X.UserId == Convert.ToInt32(User.Identity.Name) &&
x-When
X).FirstOrDefault();

if (activity == return NotFound();

activity.Name data.Name;
activity.When data.When;

db.SaveChanges( );

return Ok();




PUT w http://localhost:5555/activities/3 ‘

Params Authe Headers(9) Bodye Scripts Settings Cookies
raw v JSON v Beautify
1 1
2 "name": "Souw mobile",
3 "when": "2825-82-11T11:00:00"
4 F

Body v D 200 0K - 3.24s5  92B @) oo



DELETE Activities/{id}

[HttpDelete]

[Route("{id}")]

[Authorize(Roles = "user"”

public IActionResult Put(uint id)
{

= new ToDoDbContext();

~ activity = (from x in db.Activity
‘e X.UserId == Convert.ToInt32(User.Identity.Name) && x.Id == id

2

ull) return NotFound();

ammis
1IN

.SaveChanges

return Ok();




DELETE ~ http://localhost:5555/activities/3

Params Authe Headers (/) Body Scripts Settings

Body ~ {1 200 OK

Raw v  [> Preview ¥ Visualize ~

1

1.12s

=m

Cookies
92B - @  oee
= b0 Q &



Query String

dausiaving endpoint Weadsansiauils (parameters) fanldiuwian GET winidu imszldanunsnla JSON object Tu body s

/Users?gender=m
/Users?gender=m&age=25
/Users?gender=m&agemin=20&agemax=25

/Activities?startdate=2022-01-01&enddate=2022-12-31

FinaginalAn
[HttpGet]
public IActionResult Get(string gender, uint ageMin, uint ageMax) { // not case sensitive

}

duazdsmnsauilsain query string unasdnluds duflu optional parameter ld ? wavandnsdauilsiudu null 16 Tidasdenils

public IActionResult Get(string gender, uint? ageMin, uint? ageMax) {

}
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