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Chapter 4
Telecommunication Systems

sANUIAU (Telecommunications) <
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Analog vs. Digital
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Public Switched Telephone Network (PSTN)
Plain Old Telephone Service (POTS)




Circuit switched vs. Packet switched
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#1a Unshielded Twisted Pair (UTP)

RJ11
¢ nev2core  Wadwiiu (analog)

* Tevacore  Tnsdwit digital (ISDN)
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d#1a Foiled UTP waz Shielded UTP

3 types of 10GBASE-T cables

F/UTP U/FTP F/FTP
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High noise resistance
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Integrated Services Digital Network (ISDN)

Abbreviation of integrated services digital
network, an international communications
standard for sending voice, video, and data over
digital telephone lines. ISDN requires special
metal wires and supports data transfer rates of 64 Faldane e (4c)

Kbps (64,000 bits per second). Most ISDN lines Wanatnadmyiau (2¢) 114
offered by telephone companies give you two
lines at once, called B channels. You can use
one line for voice and the other for data, or you
can use both lines for data to give you data rates
of 128 Kbps, four or five times the data rate

provided by today's fastest modems. - The original version of ISDN employs

baseband transmission. Another version,
called B-ISDN, uses broadband
transmission and is able to support
transmission rates of 1.5 million bits per
second and higher. B-ISDN requires fiber
optic cables and is not widely available.



Narrowband ISDN (N-ISDN) 64 kbit/s (aeanumsgudn eanunfianads data rate an)

Broadband ISDN (B-ISDN) > 1.5 - 2 Mbit/s (primary rate) gnnausae tech auwn
i DSL

ISDN aenuuusniiite circuit-switched network (festnsaandean limunziu internet)
Digital Subscriber Line (DSL) aanuuuuive packet-switched network

ISDN vs. DSL a1 http://www.tech-fag.com/difference-between-isdn-and-dsl.html



Baseband vs. Broadband

BASEBAND & BROADBAND (TDM & FDM)

BASEBAND {TDM, interleaves digital signals)

'I.I'nu:e,
Video |:|11|:IEI|:|1|:I11|ZI|ZI11EI|ZIEI1EI11EI

BROADBAND {FDM, true simultaneous)

e A Y VLA AR WA

o111 0 o111 0 0O 111

VANV AR

i Charlie, did you get the memo | sent vou yesterday

WV

ol Green Blue Red Green Blue Fed Green Blue Red

Voice

Video

wiu Cable TV, Internet, Telephone, Radio unluanaipaniu

In Baseband, data is sent as digital signals through the media
as a single channel that uses the entire bandwidth of the
media. Baseband communication is bi-directional, which
means that the same channel can be used to send and receive
signals. In Baseband, frequency-division multiplexing is not
possible.

Broadband sends information in the form of an analog signal.
Each transmission is assigned to a portion of the bandwidth,
hence multiple transmissions are possible at the same time.
Broadband communication is unidirectional, so in order to
send and receive, two pathways are needed. This can be
accomplished either by assigning a frequency for sending and
assigning a frequency for receiving along the same cable or by
using two cables, one for sending and one for receiving. In
broadband frequency-division multiplexing is possible.

http://www.omnisecu.com

TuaaNNneeia 7

broadband = high-speed internet



Table 8.6 Comparison of XDSL Alternatives

DSL ELsiﬁmﬂ‘EmﬁTwﬁﬁﬁ@q'LLﬁq”Lé’ (2c) luddasldanelud (4¢)

ADSL HDSL SDSL VDSL
Data Rate 1.5-9 Mbps 1.544 or 2.048 Mbps 1.544 or 2.048 Mbps 13-52 Mbps
downstream downstream
16-640 kbps 1.5-2.3 Mbps
upstream upstream
Mode Asymmetric Symmetric Symmetric Asymmetric
Copper Pairs 1 A e
Range (24-Gauge UTP) 3.7-5.5 km 3.7 km 3.0 km 1.4 km
Signaling Analog Digital Digital Analog
Line Code CAP/DMT 2B1Q 2B1Q DMT
Frequency 1-5 MHz 196 kHz 196 kHz =10 MHz
Bits/Cycle Varies 4 4 Varies

UTP = unshielded twisted pair
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Development of 1G to 3G

General Packet Radio Service

CcTOo/N _ Figure 4.2
% Al IE‘?\ cT2 — Enhanced Data rates for GSM Evolution Development of
& | NMT T —— IMT-FT different generations
.............................................. o M e .
Nordic Mobile Telephgne'y 1S-136 > DECT :)flmobnle -
TDMA » EDGE elecommunication
< e - IMT-SC
s D-AMPS P s o systems
= GSM +——»|GPRS UWC-136
PDC-\~\N\H\H
Global System for Mobile Communications IMT-DS
™ UTRA FDDW|cDMA
IMT-TC Code Division Multiple Access
UTRA TDD/TD-CDMA
: \
g IMT-TC )
O TD-SCDMA
IS-95 IMT-MC
T R > ¢dma2000 1X EV-DO
1X EV-DV
(3X)

1G 2G 2.5G 3G



A transceiver is an electronic device which is a combination of

a radio

transmitter and a receiver, hence the name.

Tidtyoyrow Analog Tausunauunn Tldaanse Whialdle 14 voice winiiu delin data

v o

7 Base Fransceiver Station (BTS) fden thinsdwitla (MS) fessnuanituii (cell) Tailg
Twiﬁwﬁﬁ@ﬁ@nﬂLﬂ?l@qmz@mﬂmmu BTS, BTS smhiidusananszuing MS uaslnsdnsiian

14 Frequency Division Multiple Access (FDMA)
szuy AMPS (US), TACS (UK), NMT (Nordic countries), C-Netz (Germany)

AMPS 1%annud 824 - 849 MHz (Uplink) uaz 869

- 894 MH

z (Downlink) 4avaz 30 KHz (833 channels)
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uazduuaulnasasauiasludodasimamariuanuuio leun
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dsgifadassInAuNIENIUIY wazd 96N 9 ... IAALRa



Hotline Ericsson 1dszuu NMT 450 MHz
(ie1) Rasnaust (291) Demmsaldls win 5 kg

39a1 1 wauum (w.A. 2532)

Ericsson is a Swedish company. Nokia is in Finland.
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GSM Architecture

Usznausag 3 dauAe
radio subsystem (RSS)
network and switching subsystem (NSS)
operation subsystem (OSS)

BSS Base Station Subsystem
MS Mobile Station

BTS Base Transceiver Station

BSC Base Station Controller

MSC Mobile Services Switching Center
VLR Visitor Location Register

HLR Home Location Register

EIR Equipment Identity Register

AUC Authentication Center

OMC Operation and Maintenance Center
GMSC  Gateway MSC

IWF Interworking Functions

Figure 4.4

[~ et TS Functional architecture
of a GSM systern
BSS
MS MS
MS
. BTSsihwihil encrypt/decr
s desgaszwang BTS Au MS
: 8TS

Ap ==~ -----‘-,--------;&-- mmmm e g e e e e e e oo e |nterface
; iuin wired
Bsc | . “handover( gsg

> A--------\------\‘-- ------i------------------/---- =-----=- Interface

‘.' 1.‘ ': E ",' > 'wN' PSTN 5 .
f @ S /" [emse TnsAnyitnu
'. \. " .: ',' . m a - @
: NP S B aumasiiln

6 el

il circuit-switching vsnun



4
HLR <> VIR
A oo
316 |
; 14+15
calling 657‘! Vvu“q 7
station > % PSTN ) GMSC |——> MSC
1N A 2 -
10 .- 10| 13 - 10
ommmmm e Rt at - Shbiiet ARt
e A
BSS BSS BSS

____________________________________________

i

Ayt unsd iana

o N o kLD

N = Ny SN
2w N = O

naasTnsly GSM ity faududas 081

@l Gateway MSC (GMSC)

HLR adniiuesiegluszuy uasiiansldem

HLR 2@ location a1n VLR (W1azaaann VLR 9nea)*

VLR 44 location 8l

HLR 3 location uéadndaslalii MSC 1 A4 forward liléls GMSC
GMSC 1 forward sialileia MSC

MSC 218 status 289 MS @10 VLR 61 busy fiau @1eladng

VLR 44 status NALINN

MSC %11 paging Tuwn <] cell 71 MSC 1unuADs]

. MS maunau sy BSS

BSS mavunaulilsia MSC

. 911 security check (authen) WAZENNIENTUA

15. 16. 17. VLR @dtyeynnulif MSC setup connection

(4519 data channel) AU MS

*Once a subscriber moves to an MSC's location area, there is a record update in the VLR.

It automatically informs the subscriber's HLR of the change (https./ /tektelic.com/what-it-is/visitor-location-register).
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1. MS sas2aluds BSS 91dasn1sinsaan

BSS dma request Wldes MSC

2
3. MSC iy VLR d8demilanansaldisnisiild uaziininennsmwe & channel 419)
4. VLR RaunauNn

5

6. 7.8.9.10. MSC setup connection (6374 channel se11919 MS fulngAnyiii)

Figure 4.9
VLR Mobile originated
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(2) #as retransmit data einu BSC

Handover (3) #es retransmit data tinu MSC,
(4) sias retransmit data einu MSC, uaz MSC,
Fasauiznasalu VLR 11 uazifisizresalu VLR dvs

Figure 4.11

Types of handover

in GSM

receive level receive level Figwe 4.12 i
BTS BTS Handover decision BSC BSC m
" — depending on
4 receive level
Mscl sz —

Hand-over margin




General Packet Radio Service (GPRS)

14 network wuu packet-switching (wxeu internet)
AnRumNlTunudays (MB/GB) lildAnRumniuina
nsldemiEunlasuann voice 1w data wnniu

uiulasivia - Tl wsidein video streaming lals

IwAINDAaUUSLUMSTBLIU

mwnInoiImdamuusidoudoiiion sasusms

winiND ! EDGE/GPRS! 129 UIN

100 MB + WIi-Fi 5 su.

aWniNo EDGE/GPRS
500 MB + Wi-Fi 10 su. 399 un

anino EDGE/GPRS
1 GB + Wi-Fi 181d1udu 699 un

e WiFi nowiS2 1 Mbps

417 us

1 time slot = 1 voice channel

101 time slot #41ewes TDMA sl GPRS
iewna data (internet) Andnismsiusmeiien
a=l¢ data rate wihla usulsanaunisldanuluanedy

e usSmsdouniunnmnine 0.12 unflalud (dounuuevilalud Guibu 1 Alalud)



2.75G

e Enhanced Data Rates for GSM Evolution (EDGE)
e Wamids modulation vinlddedeyaldisatu 3 win

1 0 1 1 0 1 0
Data -
Even bits Y EY -
y |\
Odd bits -
Low -
frequency

Y

High
frequency \/ \/ \/ 100

Phase Shift Keying (PSK)

4 8 wanumnsneiu

MSK
signal

~

dafiaz 3 O5 S92 3 Wi
4916 1 1m usidn ) PSK d91a 3 Om v :

Gaussian Minimum Shift Keying (GMSK) a1 GMSK 3 i
1414 GSM Standard



¥ CDMA (2G 4 FDMA + TDMA)

s data rate gananazvin video streaming 14 (usidnd users lu cell anuauunn data rate fiazanas)
wuud 1 ddinsmszuuin GSM -> UMTS

Wf 2 sinsmszumiia 1S-95 (cdmaOne) -> CDMA2000



Subscriber identity module (SIM)

e SIM dudsinmuadnazldiinisazlsine voice, data, package/promotion «a«
o Lilfiueslnsdnid asanniwesidn wWaew SIM 16 wiu wlaau package/promotion
o rawafinuaiuaiy SIM wu SIM wanld voice + data, SIM au «) 14 data laatnamsa

o luszun GSM &Lt SIM azinsiuafaniauldivini i 191 usu
e Personal Identity Number (PIN) 14 activate SIM Susuansnislden &11dfin 3 aseas lock
e Personal Unblocking Key (PUK) 14 unlock SIM

@-

nano sim card nano to standard standard sim card

avnidisdn https://www.youtube.com/watch?v=37KTPhU6FQE



Authentication

T3 SIM 1lsznaumasl

e Individual authentication key, K
e Algorithm for authentication, A,

Figure 4.14

' ))) Subscriber
% ' authentication

mobile network

RAND
K~ RAND > RAND K,
Ac | 128 utl lwabn 128bltl lmam Assume
H5elaid K (wienaasii A3 fils)
A3 A3
\_ ) siM  RAND #lilasiugelatu SRES wasannidu wireless

e | AR SEES | SR bR waiflide SRES aanun ynaudlasudesya SRES lisas
— o W SRES

SRES‘=? SRES [« ) = SRES

\ 4

rasaire SRES lamssriu (SRES = Signed Response) lasuluea SRES VLﬂ”Lé“ﬁ”LsJﬁﬂixIﬂﬁmfmeznﬂﬂ%ﬂ% RAND na



Encryption

Algorithm A5, A8 11 SIM 14 random number uaufu K; ieaf1e cipher key K. dwsuidnsviadeaya (104 K,
Uaee] wenauduls deswan random number ashildns connect Tnsisauninfinlasw random number a@n)

Figure 4.15
Data encryption ‘)))))))
5
e y
mobile network (BTS) MS with SIM
RAND
4 K, RAND > RAND K, )
128 bit 128 bit 28 bit 28 bit Assume
AC i 1 1 SlM LY 1 ] [/
gielid K (usienazl A8 fil#)
A8 A8
cipher K K
key 84 bit Key 64 bit
+data \ W— / I + data

data
|-
BSS A5 A5 MS




International Mobile Equipment Identity (IMEI)

o |MEI fununeanezas Ididasiuniglasngsy

o Halnsdwignaluaazdesuds IMEI dugldusnng i AlS, DTAC, TRUE (uzsgrudasyaimeanriu) iiessiunisliusnis

Model no:986739846872739173

IMEI: 2409093757394723

AN
&

=t H

IMEIL



Mobile station international subscriber number (MSISDN) @131 misden
MSISDN = CC + NDC + SN MSISDN unu 14 (user) finu viza dade
; (ldlduandnadlu cellular network 1n)
o CC=Country Code
- NDC = National Destination Code Oxx Aa #ana i 081

- Subscriber Number National Destination Code
> MSISDN agflugrudayaresglviinis Cellular Network NANKRTY

AFILNW 02

AIEYAULS 034

AeIUIN 056

uaslgu 034

UATUNEAN 037
Country Code uums 02
v Unusil 02

AU 6 ulddnlauazlardeaids [uq) sy u@sdus 032

B WIYUATAIDEIGEN 035

» 60 — EE ALy 5120113 032

« 61 — Bl 2adesLAL uayldluduuauaiauanda LANZASHANNA UAY Ell viinyinlag anys 036

o 62 — W 597011 q5%105 036
. funsdsins 02

« 63 — 3 WauTud HUNTHIATIN 034

o 64 — @l T uaue AUNTHAT 034

« 65— = §3nT1l5 qoriafs 036

. AWTTOLLS 035

« 66 — = nu a19nad 035

LWATLS 032



International mobile subscriber identity (IMSI) d1win imzee
- IMSI=MCC + MNC + MSIN IMSI szyildaulu cellular network
- MCC = Mobile country code () vaslnana 520
- MNC = Mobile network code (MNC) AIS 1403, TRUE 14 04, DTAC 14 05
- MSIN = Mobile subscriber identification number (MSIN)
o MSIN uae 10 wan e 1234567890

o IMSI aglufaliaunsoudlals

o mauafiandaataan lUfudu (IIMSI) aamnelu LL@SLLﬁﬂWH%@H@L‘ﬁ@Qﬂ MSISDN i IMSI ]
- \flelnseen usinzAradin MSISDN iedlunuseavitels vieegdnauen
o udead 2 IMSH1E drwsudliingg 2 se v ulneuasludilu
alfFenseuirietnarecdiiinsluinauasludnlulfiaed
IMSI 1 vhazifluglviusnnslulne (TRUE, AIS, DTAC)

IMSI 2 vhaznfugisnisugiu

https://www.youtube.com/watch?v=_ 6Kx hWWGijl
https://yatebts.com/solutions and technology/multi-imsi-roaming-mvno/



https://www.youtube.com/watch?v=_6Kx_hWWGjI
https://yatebts.com/solutions_and_technology/multi-imsi-roaming-mvno/

Temporary mobile subscriber identity (TMSI)
. ¥l random number fieanlilay VLR lufdich

o wadell VLR ludfsananludld vzeaaniaalusdidaiaanuiunangnis 4
o 198190 MS azld TMSI 1314 IMSI ivadeusionuaesyldisnig

> VLR azifiug IMSI - TMSI 13lugnudeya
o dl o 1 o o Y [~ v 1 2 v
wrinaunnuesiuszuuuasinuaziasdviu IMSI aasgndn i 1590 wa n neunune o i




Mobile Station Roaming Number (MSRN)

- The Mobile Station Roaming Number (MSRN) is a temporarily telephone number
assigned to a mobile station which roams into another numbering area. (This is
usually another country). This number is needed by the home network to forward
incoming calls for the mobile station to the network it visits.

o wiuwasve T 1ila roaming lugilu Aagliuasinsnmusaedu J Welaunadwuas T flve fazdumlulnanau
waldiwaaz forward call liwaes ) Ao

P uaslne T e 08 IXXXXXXX

> 71IMSI2 g
[ ]

inziuaTatnglulnel
mlulnenan

tluiiaeres forwaypd call llwes ) Tuyilu

® wesiiu) il MSRN
D 7 IMSI2 i

o G 1 tﬂl 1 Yy
Lﬂ"]‘éﬁﬂ‘]_ll,ﬂﬁ‘ﬂ‘lﬂﬁlslufyﬂu ARIEI

= 1 ¥
GRIEAIMR PNV
Wawes J - IMSI
avlugudeya

¥,

Cellular Network (Thai) Cellular Network (Japan)



Number of 4G mobile subscribers worldwide from 2010 to 2020 (in 1,000)
2,000,000

1,812,817
1,750,000

1,517,479
1,500,000

1,250,000 1,201,670

1,000,000 912,027

Subscribers in thousands

150,000
591,951
500,000

336,210

250,000 203,268
107,463

1,182 8,417

2010 2011* 2012* 2013* 2014* 2015% 2016* 2017 2018* 2019+ 2020*

Source: Additional Information:

Jgf;_"ii? ? gﬂ:'lTrll'a”':’ Worldwide; |efferies & Company; 2010
© Statista 2016 !igl!ligl;

nn4-5pau
ad A
azuiene 1 Ay

TudgemAseg

1 AuAR=iNADaUANYLATEN

WA LU gz AeNnan
1t 100 AuaziianaATadlnn

TuauARYNAULIATNNANaNNA

1 v dl
NP RHI N MGREN



Enter password:

Welcome to the MariaDBE monitor. Commands end with ; or \g.
Your MariaDB connection id is 89

Server version: 16.6.3-MariaDB mariadb.org binary distribution

Copyright (c) 2806, 28618, Oracle, MariaDB Corporation Ab and others.

A n

Type "help;' or "\h' for help. Type "\c¢' to clear the current input

MariaDE [(none)]



https://mariadb.org/

Configuration aas MariaDB uu Windows
C:\Program Files\MariaDB 10.6\data\my.ini

[&f C:\Program Files\MariaDB 10.6\data\my.ini - Notepad++ — O X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 X
cHHER S simbhloe | ax|BE|T1ERERLE ”
Bmy.iniml

1 HImysqgld]

2 datadir=C:/Program Files/MariaDB 10.6/data

3 port=3306

4 |innodb buffer pool size=2038M

S character-set-server=utfs

& Llower case table names=2 €4—— 2 wunais case-sensitive

7 Hlclient]

8 port=3306

9 |plugin-dir=C:/Program Files/MariaDB 10.6/1lib/plugin

10

length:223 lines: 10 Ln:10 Col:1 Pos:224 Windows (CRLF)  UTF-8 INS




v
a o/

Ansalilsunsy HeidiSQL an https://www.heidisgl.com

5} 0 - local\ToDo\User\ - HeidiSQL 12.6.0.6765 — | * |

OHMMOOUXP -u-MBAQ 44554 ; O N

File Edit Search Cuery Tools Gotoe Help

F-F RGO O-28

» Database filte = Table filter = Host: 127.0.0.1 Database: ToDo Table: User || Data Queny* o
v 0 - local 430KB  ToDo.User 1 rows total (exact) 3 Mext & Sho all | W Sorting W Columns (7/7) W Filter
v ag, ToDo 480KEB . Id ¥ Nationalld Salt HashedPassword Title Firstiame LastMame
T Activity 32.0KiB 1 JIEY 1239567830123 UOpB4DLIZOMesbziSMQ==  AHCSYRWAZEPWKIQv... we A wnw

™ User [ tbokie

X  Filter ©_ Regular expression

1 /% Delimiter changed to ; */

2 /% Connecting to 127.0.0.1 via MariaDB or MySQL (TCP/IP), username root, using password: Yes ... ¥/
3 SELECT CONNECTION_ID();

4 SHOW VARIABLES;

5 /% Characterset: utf8mbd */

6 SHOW /*!50002 GLOBAL */ STATUS;

7  SELECT NOW();

8 /¥ Connected. Thread-ID: 8 */

9 /¥ Reading function definitions from C:\Program Files (x86)\Commaon Files\MariaDBShared\HeidiSQL \functions-
18 SHOW TABLES FROM ~information_schema” ;
11  SHOW OPEN TABLES FROM ToDo WHERE ~in use” 1=8;
12 USE "TeDo™;

rl:c2 (%) Connected: O _of MariaDE 11.3.2 Uptime: 10 days, 20:27 h (9 Server time: 3 () Idle.
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n1919 User

Columns: ondd

—>» T

#
1
2
3
4
5
]
7

Mame
Id
Maticnalld
Salt
HashedPassword
Title
FirstMame
LastMame

ﬂ Rermowve J Up

Datatype
INT
CHAR
CHAR
CHAR
VARCHAR
VARCHAR
VARCHAR

n1779 Activity

Columns: oﬁkdd

#

1

2 Userld
3 Mame
4

When

a Rermove 4 Up

Datatype
INT
INT
VARCHAR
DATETIME

W Douvn
Length/5et  Unsign.. Allow M. Zerofill Default Comment Collation
10 O (7]  AUTO_INCREMENT
13 0O 0 O  Nodefault utfémb4_thai_520_w2
24 0O 0 O  Nodefault utfdmbd_thai_520_w2
a4 0O 0 0O  Nodefault utf8mb4_thai_520 w2
100 O O O  Nodefault utfémbd._thai_520_w2
100 0O 0 O  Nodefault utfémb4_thai_520_w2
100 0O 0 O  Nodefault utfdmbd_thai_520_w2
W Dowen
Length/Set  Unsign.. Allow M. Zerofill Default Comment Collation
10 0O (7]  AUTO_INCREMENT
10 O O
100 0O 0 O  Nodefault utfémbd_thai_520_w2
D D D Mo default

Expression

Expression

Virtuality

Virtuality
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8 0 - local\ToDo\User\ - HeidiSQL 12.6.0.6765

File Edit

Search  Cuery Tools
F ek E

Goto  Help

o O-28

5 0 - local\ToDo\, - HeidisQL 12.6.0.6765

File Edit

F - REom O-28K

Search Cuery Tools

Goto Help

ok

ok

. Database filte & Table filter = Host: 127.0.0.1

v o 0 - local

480KB  Name ~

anonoen | —

| v _ ToDe

I Activi
r User

O & «l

B 2%l 4l

||||© I nE

Edit Alt+Enter
Drop ..

Empty table(s] ... Shift+Del
Run routine(s) ...

Create new

Clear data tab filter

Export database as 50L
Maintenance
Find text on server Shift+ Ctrl+F

Bulk table editar

Expand all

Collapse all

Tree style cptions

Print... Ctrl+P
Refresh F5
Connection properties

Disconnect

@ Table toaols 4 X
| > B 0-local 48.0 KiB Maintenance Find text .. SOL export Bulk table editor
Database(s): ] Drop B Create  dag drop db in
Table(s): (] Drep @ Create  7Fawilauiuasniau
Data: w1 data wasae v
Max INSERT size: 1,024 = KB (0 = Single N Options |Y
Output: Single .sql file ot
Filename: |C:\Users\chatc‘xDocuments"-LToDo.sqI o | |
Selected objects size: 48.0 KiB Export Close




Import DB

File

Edit

Search  Cuery Tools

M5t 0 - local\TeDo\, - HeidiSQL 12.6.0.6765

Goto  Help

A~

~

y

Session manager

Connect to

Mew window Ctrl+M
Mew query tab Ctrl+T
Close query tab Ctrl+F4
Close all query tabs

Load SOL file... Ctrl+ O
Run SCL file...

Save Ctrl+5
Save as snippet ...

Export settings file ...
Import settings file ...

Exit Alt+F4

-2 E O

& Host: 127.0.0.1

B Mame -
E| T Activity
b r Llser

P

D’ ChUsers\chatc\Decuments\99 - TemphTeDo.sgl - Notepad ++

Eile

Edit

Search View Enceding Language Settings Toels Macre Bun Plugins  Window 2

cHHEERGE sk x%x|BE (1 EEEEhRa® NN RE
——— P [= ToDo.sql Eil

1

O =1 &n O b L B

-— Hoat: 127.0.0.1

—-— Server wversion: 11.3.2-MarialB - mariadb.org binary distributicn
—— Serwver 0S5: Hine4d

-- Heidi5QL Version: 12.6.0.68765

/#140101 SET BOLD_CHARACTER_SET CLIENT=@ECHARACTER_SET CLIENT */;

/%140101 SET NAMES utff */;

/%150503 SET NAMES utfBmbd */;

/%140103 SET @OLD_TIME ZONE=B@TIME_ZONWE */;

/%140103 SET TIME_ZONE="+00:00" #/;

/%140014 SET @OLD_FOREIGN KEY CHECKS=ERFOREIGN KEY CHECKS, FOREIGN KEY CHECKS=0 */:
/%140101 SET @OLD_SQL_MODE-@ESQL_MODE, 5QL_MODE="NO_AUTO VALUE_ON_ZERO' #*/;
/#140111 SET @OLD_SQL_NWOTES=G@SQL_NOTES, SQL_NOTES=0 */;

-— Dumping database structure for Tolo
CREATE DATABASE IF NOT EXISTS “ToDo™ /*!40100 DEFAULT CHARALCTER S5SET utfimbd4 COLLATE utfBmbd_ thai 520 w2 */;
USE “TcDo™:

-— Dumping structure for table ToDo.Rctivity
CREATE TABLE IF NOT EXISTS “Retivicy™
"Id” int(l10) unsigned NOT NULL AUTO INCREMENT,
*UserId® int(l0) unsigned NOT WULL,
*Name*® warchar(100) NOT NUOLL,
*When® datetims NOT HWOLL,
PRIMARY EEY ("Id"),
KEY "FKl_Actiwity User™ ( UserId’),
CONSTRAINT “FE1_Rctiwvity User® FOREIGHN EEY ( UserId”) BEFERENCES "User”™ ("Id")
) ENGINE=InnoDB AUTQ INCREMENT=3 DEFAULT CHARESET=utffmb4 COLLATE=utfEmbd4 thal 3520 wi:

—-— Dumping data for table ToDo.Rotivity: ~2 rows {approximately)

INSERT INTO “Retivity' (Id°, ‘UserId®, "Name', “When') VALUES
(1, 1, 'deasansd", '2025-01-31 09:00:00'),
(2, 1, "safuwlu’, '2025-02-01 13:00:00'):

—— Dumping structure for table ToDo.User

[EJCREATE TABLE IF NOT EXISTS "User” (

"Id” int({10) unsigned NDT NULL RUTO_INCREMENT,
*HationalId® char({l3)} NOT NULL,

*Salt’ char(Z4) NOT NULL,

*HashedPassword®™ char(44) NOT HULL,

*Title® warchar {100} NOT WULL,

*FiratName® warchar (100} WOT NULL,

‘LagtName" warchar(l100) NOT NULL,

PRIMARY EEY ("Id")

L) ENGINE=InnoDB AUTC_ INCREMENT=: DEFAULT CHARSET=utfimb4 COLLATE=utfimbd4 thai_ 520 _wai:

—— Dumping data for table ToDo.User: ~1 rows (approximately)
INSERT INTO "User” ("Id°, "NationalId®, “Salt’, “HashedPasswcrd™,
{1, "1234567890123"', 'UCppB4DLI30fHeébz/15ml=—",

*Title*, “FirstHame®, “LaztName') VALUES
'AHcSYRWAZEpvEI QuYyOOEnuP ful PoUY 2R+KJZXAEY TM=", ‘'um',

/*140103 SET TIME ZONE=IFNULL{@0LD TIME ZONE, 'system') */:

/%140101 SET SQL_MODE=IFNULL(@CLD_SQL_MODE, "'} */;

/#140014 SET FOREIGN_KEY CHECKS=IFNULL(BOLD_FOREIGN KEY CHECKS, 1) #*/:
/*140101 SET CHRRACTER SET CLIENT=BOLD CHARACTER SET CLIENT */:
/%140111 SET SQL NWOTES=IFNULL(R0OLD SQL NOTES, 1) */:

aant,

Tmgm')



nsa$s salt waz hashed password

Program.cs

using Microsoft.AspNetCore.Authentication.JwtBearer;
using System.Security.Cryptography;

using Microsoft.AspNetCore.Cryptography.KeyDerivation;
using Microsoft.IdentityModel.Tokens;

pwd = "12345678";

[1s = [16];
RandomNumberGenerator.Create().GetBytes(s);

hash = Convert.ToBase64String(KeyDerivation.Pbkdf2(
password: pwd,
salt: s,
prf: KeyDerivationPrf.HMACSHA1,
iterationCount: 10060,
numBytesRequested: 32));

Console.WriteLine("password = " + pwd);
Console.WriteLine("salt = " + Convert.ToBase64String(s));
Console.WriteLine("hashed password = " + hash);

s random salt Tusinnasa salt sasldusiazaulingsdiiu
Auanne salt waz hashed password asgudaya
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