Lab 4: Working with EBS

EBS = Elastic Block Store

v Elastic Block Store

Volumes
Snapshots
= Name v Instance ID Instance state v Instance type ¥ Status check
Bastion Host i-0892f1c0f1c8faeb4 ® Running @®&Q t2.micro ® 2/2 checks passed
Lab i-0099a7f5f2570e1b2 ® Running @&Q t2.micro ® 2/2 checks passed
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salsf 2/2 checks passed rau



Volume Type

Size (GiB)

IOPS

Throughput (MB/s)

Availability Zone*

Snapshot ID

Encryption

&
General Purpose SSD (gp2) + €

‘/

1

100 /3000

Not applicable €3

us-east-1a

Select a snapshot

J Encrypt this volume

(Min: 1 GiB, Max: 16384 GiB)

(Baseline of 3 IOPS per GiB with a
minimum of 100 IOPS, burstable to

3000 IOPS)

o

/ aan ZoNe e

v O

-

Key (128 characters maximum)

cC o

Value (256 characters maximum)

| SSD-1

| |Genera| Purpose SSD (gp2)

9

Add Tag

49 remaining

(Up to 50 tags maximum)

Sa

Cancel Create Volume



Name *  Volume ID

vol-00e77bd. ..

Actions »~

Modify Volume

Create Snapshot

Create Snapshot Lifecycle Policy
Delete Volume

Attach Volume

Change Auto-Enable 10 Setting
Add/Edit Tags

-

Size

1 GIB

1 Volume (disk) #ia¥sduly attach #u instance



Attach Volume

X
Volume (j vol-00e77hd2fabdatf48 in us-east-1a
Instance (i Search instance ID or Name tag | inus-east-1a
Device (j

Attach Volume X
Vol i I-00e77bd2fabda6f48 in us-east-1 .
olume i VO e apdal In us-easi-1a / La@ﬂ Instance
Instance (| | i-0099a7f5f2570e1b? | in us-east-1a
= . .
: : an nt (Lin
evice (1) [Jaevis o mount point (Linux)

¥ H & ¥ 1 v .
Linux Devices: /dev/sdf through /dev/sdp gflu Windows ﬂmm?::‘]_qlfmslﬂ {lu drive D, E, F

Note: Newer Linux kernels may rename your devices to /dev/xvdf through /dev/xvdp internally, even when the device name entered here (and shown
in the details) is /dev/sdf through /dev/sdp.




Details = AWS Start Lab @ End Lab 3:38 Instructions @ Actions ~

Details

aan Details Tuumizauudu (1dldaslu AWS)
AWS: Show

Credentials

Cloud RAccess

AWS CLI: Show
Cloud Labs
Femaining session time: 03:35:1%(21¢
Session started at: 2021-08-26T18:20:
Session to end at: 2021-08-26T22:20:
LAoecumulated labh time: 00:24:41

(25 minutes)

(1) ips —— public:34.228.79.77,

private:10.0.0.14¢ (2) ips —-- public:34.229.164.59,
private:10.1.11.85 B o
aullnan tnla PPK 145y PUTTY
o
SSH key Show Download PEM Download PPK / 1W@uLquﬂW?ﬂ?@ﬂ password

LWS 550 Cownload URL



Public IPv4 address

34.229.164.59 | open address [

* Tsunsuay disconnect dnliinnsisimndsdunawiu Tsunsu PUTTY 49 null packet »n - 30 Jun ielsil disconnect

B PUTTY Configuration ? B PuTTY Configurati ?
Category: Category:
- Session Options controlling the connection || =-Session | Basic options for your PuTTY session
.- Logging . . . . “~Logging . y
& Terminal Sending of null packets to keep session active & Terminal Specify the destination you want to connectto
- Keyboard Seconds between keepalives (0 to turn off) 30 - Keyboard Host Name (or IP address) Port
- Bell | a A [k - Bell 3422916459 22
- Features Low-level TCP connection options 1@ 30 U ( ) - Features Connection type:
- Window [~] Disable Nagle's algorithm (TCP_NODELAY option) - Window _
- Appearance . , - Appearance (@ SSH (O Serial () Other:
. Behaviour [_|Enable TCP keepalives (SO_KEEPALIVE option) - Behaviour
D ;ralnsll.aﬂgn e e i D ;rel;nngﬂDn Load. save or delete a stored session
+H-Selection +-Selection i
- Colours @ Auto OlPv4 OlPvg - Colours Saved Sessions
[—- Connection ) = Connection
- Data Logical name of remote host - Data Default Seftings Lo
- Proxy Logical name of remote host (e.g. for 35H key lookup): - Proxy Amazon (Chula)
- SSH - SSH Amazon (LeamingSpace) =
- Serial - Serial Bioinformatics =
- Telnet - Telnet gléuslitﬁilgﬁ:ich] Delete
~Rlogin ~Rlogin 0CSC (e-Accredit
-~ SUPDUP - SUPDUP
Close window on exit
() Always () Never (@) Only on clean exit
About Help Open Cancel About Help Open Cancel




PUTTY Security Alert

Ie The server's hostkey is not cached in the registry. You have no
¥ guarantee thatthe server is the computer you think itis.

The server's ssh-ed25519 key fingerprint is:
ssh-ed25519 255 SHAZ256: QgrkdEE4Vbb3QEMI3dwaYz3ozhDICmwp/ugFZAMIThs

If you trust this host, press "Accept” to add the key to PuTTY's
cache and carry on connecting.

If you wantto carry on connecting just once, without adding the key
to the cache, press "Connect Once".

If you do not trust this host. press "Cancel" to abandon the connection.

ﬁ PuTTY Configuration

Category:

Help More info... f Accept Connect Once Cancel

/
pan Accept

.. Logging
[=- Terminal

- Keyboard
- Ball

- Features
=-Window

- Appearance
- Behaviour
- Translation
[+- Selection
- Colours
[=-Connection

- Diata

E—]-- 55H
- Kex
- Host keys
- Cipher
[ Auth
- TTY
- K11
- Tunnels
- Bugs

- More bugs

About

Help

Options controlling SSH authentication

[v] Display pre-authentication banner (SSH-2 only)
[ ]Bypass authentication entirely (SSH-2 only)
[ ]| Disconnect if authentication succeeds trivially

Authentication methods
[] Attempt authentication using Pageant
[ ] Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboard-interactive" auth (S5H-2)

Authentication parameters

[ ] Allow agent forwarding

[ ] Allow attempted changes of usemame in SSH-2
Private key file for authentication:

Cilsers\chatc\Documents|99 - Templlabst Browse...

wanina PPK

Open Cancel



Eer 34.229.164.59 - PUTTY — O X
i




s/ £s/cgroup




B ec2-user@ip-10-1-11-85:~

a NTFS

e

accounting information: done




EP ec2-user@ip-10-1-11-85:~

¢

sudo mkdir /mnt/data-store

sudo mount /dev/sdf /mnt/data-store

echo "/dev/sdf /mnt/data-store ext3 defaults,noatime 1 2" sudo tee -a /etc/fstab
ore ext3 defaults,noatime 1 2

™ I

[ @ip-10 11-
[ecZ-user@ip-10-1-11-
[ec2-user@ip-10-1-11-
/dev/sdf /mnt/data-
[ec2-user@ip-10-1-11-

¢
Ly L U

P

EI‘I II.I'.I EI‘I EI'I EI‘I

(4] rl' [ |




ec2-user@ip-10-1-11-85:~ — O X

defaults,noatime




ec2-user@ip-10-1-11-85:~ — O X




sudo sh -c "echo some text has been written > /mnt/data-store/file_ txt™
cat /mnt/data-store/file.txt

-
15
5

been written
c2-user@ip-10-1-11-85 ~]5 |j




Actions ~
Snapshot wzannegyl

Modify Volume 5 > .
iunis backup dayaisuunlu volume (disk)

Create Snapshot

Create Snapshot Lifecycle Policy

usnee Alienuaes volume lu textbook

Detach Volume

Force Detach Volume

Change Auto-Enable 10 Setting
Add/Edit Tags




- Name - Snapshot ID ~ Size - Description -  Status -~  Started ~ Progress

[ ] snap-0606e0960b2 . 1 GIB o) completed August 27, 2021 at 8:57:47 available (100%)

Actions ~

v
o/

Delete TURBUNLUADAD
~reate volume 1. aulvia file.txt
Manage Fast Snapshot Restore - J - o
. laan snapshot nasaasauss (completed)
. @539 volume aan snapshot
. attach volume lui (/dev/sdg) dniu instance
. mount volume i /mnt/data-store2
. Is /mnt/data-store2 aziulwg file.txt

Create Image

Copy

Modify Permissions
Add/Edit Tags

o b~ WN



