Lab 2: Build your VPC and Launch a Web Server
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AWS Cloud

tu cloud d:uyvllu region 31a150u$9350RE M0 WU
US East, US West, ... utgnldoiuucia:ndundlan
ucia: region wuolu Availability Zone w65u US East
wuvldu
us-east-1 (N. Virginia), us-east-2 (Ohio)
AJSY:UNSWYINSDEUU 2 availability zone Nogau
a:anunau o
LWDINKUVUIUIEVIUTLIA d:TatkandnNKUvIGvUlQ

us-east-1 gvuegnldu 1a, 1b, 1c, 1d, le, 1f

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
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vm = virtual machine uu cloud UukudgLUU instance



Subnet

Public subnet 1: Public subnet 2:
10.0.0.0/24 10.0.2.0/24

IP address Fugudas IP address Fugudas
10.0.0.x 10.0.2 .x
Private subnet 1: Private subnet 2:
10.0.1.0/24 10.0.3.0/24
IP address Fugudas IP address Fugugas
10.0.1 .x 10.0.3 .x

X.X.X.X/24 RU1gfiv 24 Uad1voKU IP address LWUu prefix (x cda: 8 U)
tu public subset 1 9= IP address 910 10.0.0.0 - 10.0.0.255 (28 = 256 HUYYLAY)

t31laodsvuA 251 Kuhgtau AWS 20v 0O, 1. 2. 3. 255 DDtsov (reserved)



Network Address Translation (NAT)

Assume 31030390 IP address uazdAdwswugiutnganudunasiiauitnonds
JIHQNADVIE NAT tws1: vm uu VPC 8 private IP address

POWERCERT VIDEOS :. ~

NAT

P> Pl o) 002/425
https://www.youtube.com/watch?v=FTUVOt6JaDA



High Availabili

Incoming
Traffic \

t HA 9:{8 cloud KSo
V ( ) gogunsaioisaudsuinioonla

Load

/ , \Q;alancing

o

Replication

N

Zone A

\
g Web Server

3
Database

Zone B Server

Zone A ua: Zone B Is:uulwwlua:
LAsSouguentdudas:=o1nnu

1 zone aLdy d:=lKADDN zone FuilK
usnsladvlsendn High Availability
HSD HA

ANsN replication HU19HY adnsLleu
database (1OtaOKUY tHIW8U database d9nAd
HUVODE WD sync UolatHasvnu

Zone NPYUU region LAYINULBDUAUQDY high-
speed network NLSou1A JomM data replication
a



us-east-1la

Step 2: VPC with Public and Private Subnets

IPv4 CIDR block:* | 10.0.0.0/16 (65531 IP addresses available)

IPv6 CIDR block: @ No IPv6 CIDR Block
O Amazon provided IPv6 CIDR block
O IPv6 CIDR block owned by me

VPC name: LabVPC
Public subnet's IPv4 CIDR:* 10.0.0.0/24

(251 IP addresses available)

Availability Zone:* | us-east-1a v

Public subnet name:  Public Subnet 1

2:-1a
Public/Priv
route table

Private subnet's IPv4 CIDR:* | 10.0.1.0/24 (251 IP addresses available)

Availability Zone:* | us-east-1a v
Private subnet name: @ Private Subnet 1
You can add more subnets after Amazon Web Services creates the VPC.

Specify the details of your NAT gateway ( NAT gateway rates apply).
Elastic IP Allocation ID:*

Service endpoints Allocation ID Elastic IP Address

€ipalloc-05fd8d98531a657bf  44.197.69.66

Enable DNS hosthames:* ® Yes O No

Public IP uov NAT

Hardware tenancy:* = Default v

AWS Cloud

; Availability Zone A LA
. U
:VPC: 10.0.0.0/16 : -
i Internet
! Public subnet 1: | gateway
i 10.0.0.0/24 ;
NAT & i = ' « ~
gateway . yuaalunldasiv

| Public subnet 2
Private subnet 2
tudn zone (us-east-2)

Private subnet 1:
! 10.0.1.0/24

Public Route Table Destination Target  Main=No

Desnation Taoet 0o s
10.000/16  Local 0.0.00/0  igw-03d4d3b021c7be115
0.0.0.0/0 Internet gateway OovloNlU associate AU

Public subnet 1 la: 2

Private Route Table

10.0.0.0/16 local
10.0.0.0/16 Local
0.0.0.0/0 nat-03cd5573ee14bc7dd

Govulo1lU associate AU
Private subnet 1 ua: 2

0.0.0.0/0 NAT gateway



Security group

WEb LI LY
Server L

LLERL
TTT0T1
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Inbound rules info

Security group rule ID Type Info Protocol Port range Source Info
Info Info
SQF—GDqu{‘idEUED?}HEEd HTTP v TCP 20 ﬂ.ﬂyWh v

aunuall traffic udAWu protocol uuu HTTP (port 80) AU1DIA source (IP addr) talaAld



All services Amazon Linux 2 AMI (HVM), SSD Volume Type - ami- m
Oc2b8caldad447f8a (64-bit x86) / ami-06cf15d6d096df5d2 (64-bit Arm)

Amazon Linux ® 64-bit (x86)
Amazon Linux 2 comes with five years support. It provides Linux kernel 4.14 tuned O 64-bit (Arm)
for optimal performance on Amazon EC2, systemd 219, GCC 7.3, Glibc 2.26,
Binutils 2.29.1, and the latest software packages through extras. This AMI is the

{8 Compute
EC2

Lightsail [/

Lambda successor of the Amazon Linux AMI that is approaching end of life on December 31,
Batch 2020 and has been removed from this wizard.

Elastic Beanstalk Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes

Filterby: 2 ~ Current generation v  Show/Hide Columns

Currently selected: t2.micro (- ECUs, 1 vCPUSs, 2.5 GHz, -, 1 GiB memory, EBS only)

Instance
) - Memory
Family v Type * VCPUs (i ~ . v Storage (GB) -~
(GiB) -
i
t2 t2.nano 1 0.5 EBS only
- 2 sk 1 1 EBS only

Free tier eligible

2 t2.small 1 2 EBS only



Number of instances

Purchasing option

Network

Subnet

Auto-assign Public IP

Placement group

Capacity Reservation

Domain join directory

IAM role

Shutdown behavior

Stop - Hibernate behavior

Enable termination protection

|1 Launch into Auto Scaling Group (|

(J Request Spot instances

| vpc-061ae9e6e9d1e5169 | Lab VPC el i c Create new VPC

| subnet-016a3f8aaad591cec | Public Subnet 2 | us-ez + | Create new subnet
251 IP Addresses available

Enable & |

(J Add instance to placement group

| Open v/

| No directory *| C Create new directory
' None ¥ | C Create new |IAM role
| Stop |

(J Enable hibernation as an additional stop behavior

[J Protect against accidental termination



v Advanced Details

Enclave (j UJ Enable
Metadata accessible (j | Enabled ¥ |
Metadata version (j | V1 and V2 (token optional) v
Metadata token response hop limit (j 1 2
Userdata (i ® As text O As file U Input is already base64 encoded
#l/bin/bash -

# Install Apache Web Server and PHP
= = g P yum install -y httpd mysql php
asuaaav 0S ZHm.clmoIUsuﬂsu_web Server | nownload Lab files
ua=tavoya web site aolUQdy |wget hitps://aws-tc-largeobjects.s3.us-west-2.amazonaws.com/CUR-TF-100- ~
ACCLFO-2/2-lab2-vpc/s3/lab-app.zip s

#!/bin/bash

# Install Apache web Server and PHP

vum install -y httpd mysqgl php

# Download Lab files

wget https://aws-tc-largeobjects.s3.us-west-

- . 2 .amazonaws .com/CUR-TF-100-ACCLFO-2/2-1ab2-
tJuAndvuov Amazon Linux vpc/s3/lab-app.zip

(distro WLAUAIHSU AWS Cloud) unzip lab-app.zip -d /var/www/html/
Aduo:lUlKDDUYDY Ubuntu Linux  # Turn on web server
chkconfig httpd on
service httpd start

WuAdonigaaaviusunsy web server
wa:a1dulkaa web site uaQQY



Instances (2) info

-:mnect ‘ Instance state ¥ H Actions ¥ ‘m

/!

ClL.

AaNA

] Name Instance ID Instance state v Instance type ¥ Status check Alarm status Availability Zone

] Bastion Host i-00182d27095272af2 ® Running @Q t2.micro ® 2/2 checks passed Noalarms < us-east-1a

] Web Server 1 i-00bdded894d4e2edb @ Pending @Q t2.micro - No alarms us-east-1b

Instances (2) info -:: nnect ‘ Instance state ¥ ‘ ‘ Actions ¥ ‘ m
Q, Filter instances ‘

] Name Instance ID Instance state v Instance type ¥ Status check Alarm status Availability Zone

] Bastion Host i-00182d27095272af2 Running ®&Q t2.micro 2/2 checks passed Noalarms < us-east-1a

] Web Server 1 i-00bdded894d4e2ed6 Running @&Q t2.micro @ Initializing No alarms - us-east-1b

Instances (2) info c: nnect ‘ Instance state ¥ ‘ ‘ Actions V¥ ‘ m
Q, Filter instances ‘

[ ] Name Instance ID Instance state v Instance type ¥ Status check Alarm status Availability Zone

] Bastion Host i-00182d27095272af2 Running ®& t2.micro ® 2/2 checks passed Noalarms 4 us-east-1a

- (T TTT TR I

L] Web Server 1 i-00bdded894d4e2ed6 Running @®&Q t2.micro ' @ 2/2 checks passed No alarms ! -4 us-east-1b

@ov checks passed fiou fivo:13UIGVUTA



EC2 Instances i-00bdded894d4e2edb

Instance summary for i-00bdded894d4e2ed6 (Web Server 1) info

Updated less than a minute ago

| @ ‘ ‘ Connect ‘ ‘ Instance state w | ‘ Actions v ‘

Instance ID Public IPv4 address aandaiultsiuu browser (new tab)
: (12919 185 900 | ' & azialildmszdu https

i-00bdded894d4e2ed6 (Web Server 1) 118.212.185.209 | open address [/ > v P

Private IPv4 addresses IPv6 address

{ \
(9:10.0.2.220 -

___________

Instance state Public IPv4 DNS
Running ec2-18-212-185-209.compute-

1.amazonaws.com | open address [4

Private IPv4 DNS Instance type
ip-10-0-2-220.ec2.internal t2.micro
Elastic IP addresses VPCID

- vpc-061ae9e6e9d1e5169 (Lab VPC) [



dWSs |l oad Test  RDS

Meta-Data

Instanceld

Availability Zone

Current CPU Load: 0%

Value

i-00bdded894d4e2edb

us-east-1b



AWS Cloud

LD shutdown ua: boot instance UtHU Ad:
1Q IP tKU

Privatesubnetzz | private IP

' Availability ZoneA | /= | Availability ZoneB !
EVPC: 10.0.0.0/16 | |W i | Instance NasvduMRBUQtRoNY 2 IP addr
| . Internet | b . - ; = ST
| pubnc subnet 1 | gateway pubncsubnem: | /' Public IP lwu a.b.cd von IP utdidauu
i 10.0.0.0/24 g i 10.0.2.0/24 yd web browser [Q
5 NAT E i Security group || | + Private IP (10.0.2.x)
i gateway E i Web : .
; ; i SENVer Sy s:uud:guuan IP tRlagaaluddnv public ua:
Private subnet 1: i
: 10.0.1.0/24 ; : 10.0.3.0/24

Govd1ududo static IP fvd:lUlasgudan
boot tHU

a'wl\‘)uacﬂglumuulﬁ LU abc.com tRBUNN
public IP U



