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Protection

The processes in an operating system must be protected
from one another’s activities.

Multi-users
UDvuAus:HI1v user

Multi-processes
UDvunus:HIIY process
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THE PRINCIPLE OF LEAST PRIVILEGE"
ans
“The principle of least privilege. Every program and every privileged
user of the system should operate using the least amount of privilege
necessary to complete the job. The purpose of this principle is to reduce
the number of potential interactions among privileged programs to
the minimum necessary to operate correctly, so that one may develop
confidence that unintentional, unwanted, or improper uses of privilege
do not occur.”—Jerome H. Saltzer, describing a design principle of the
Multics operating system in 1974: https://pdfs.semanticscholar.org/
1c8d/06510ad449ad24fbdd164f8008cc730cab47.pdf.

* : : : ,
: a right or immunity granted as a peculiar benefit, advantage, or favor : PREROGATIVE

especially : such a right or immunity attached specifically to a position or an office



Principle of least privilege
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Compartmentalization
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The name is from the term demilitarized zone, an
area between states in which military operations
are not permitted.
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https://en.wikipedia.org/wiki/DMZ_(computing)



Protection Rings
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64-bit ARMvS8 architecture
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Figure 17.3 ARM architecture.

The role of the Secure monitor is to provide a gatekeeper which manages the switches between the Secure
and Non-secure worlds (https://developer.arm.com/documentation/100935/0100/The-TrustZone-hardware-architecture-).



TrUStZOne (TZ) tu ARMv7 processors
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Domain Structure
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Each user, process, and procedure is in a domain.

For example, .
a kernel process is in privilege domain (execute TaNnNA1AY),
a user process is in the user domain (execute TQUAUIVAIED).
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0, AD AJvuN execute Talawn: kernel




Access Matrix
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Access Matrix
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Access Matrix
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- asiv Access Matrix dHsSuuaUwaLAdu
- DBMS WWudogvnd

GRANT privilege_name

ON object_name

TO {user_name |PUBLIC |role_name}
[WITH GRANT OPTION]:

privilege_name is the access right or
privilege granted to the user. Some of the
access rights are ALL, EXECUTE, and
SELECT.

object_name is the name of an database
object like TABLE, VIEW, STORED PROC and
SEQUENCE.

user_name is the name of the user to
whom an access right is being granted.
user_name is the name of the user to
whom an access right is being granted.
PUBLIC is used to grant access rights to all
users.

ROLES are a set of privileges grouped
together.

WITH GRANT OPTION - allows a user to

grant access rights to other users.
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