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Security

Security requires consideration of the external environment.
Only human factors, not natural disasters like earthquake.

Intruder
Hacker
Attacker

A threat is the potential
for a security violation,
such as the discovery of
a vulnerability

An attack is an attempt
to break security.

Threat AngAnNAIU
Vulnerable tUs1:u1v
Vulnerability dovlH)
Breach W1ilu
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Black Hat Hackers x
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Attack Types

 Breach of confidentiality vlugdoya 16U UtJBWtd vastasaa

* Breach of integrity untudoya su source code HSD application

* Breach of availability matgdoya wu website defacement

* Theft of service UlWEIENSWEIANS L6U file server, computer, network

» Denial of service (DoS) mitrs:uuau tHUSMSTUIA Wwu MIKBUTBA&Y
UouuwcuuntUu Distributed DoS (DDoS)
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Social Engineering & Phishing

Social engineering is the term used for a broad range of malicious activities
accomplished through human interactions. It uses psychological manipulation to
trick users into making security mistakes or giving away sensitive information.

o
5 &

W

§nu e Ua\)ﬁu > Uaaaﬁﬂ govnivlunisasikdo

: - i - ? - (hadSKaonaov)
nouaniduikgo... NY INa QD

“PHISHING” aruingldguls A\

nvinsdwr

- P IR P (Phone Call PHISHING)
aovdUAUINSAN “Ikdoda” Aldlunisanuan Ao “nads

nskaonasy” Gulov naudoaBwasivus:aunisai TRikdo

2 fa\ -
= R o o - \
auas:kun KSaihlasuwaus:lusu : olua
—_— (Email PHISHING)

walkldugv “Joyadduunna” thiutslunolia - / JBS v , Sulsd
inanwideKIgla [ e . (Website PHISHING) r-

( SKaus:91aD ) (lauﬁﬁnsUs:mvu)

— — E " d Jondudu
( yayauasiasaa ) ( SKd OTP ) . (SMS PHISHING)
g S *

Joyauryssunns e
( ) TsiBabidacivg
(Social Media PHISHING)

noulkdoya Aalka avdsl3nou asioaaunnasv
ovAnsABadevIIa:ciTuMIUDELIUSTE Tiyadoyaniunivdiva iSulsd kéalnsaouaiu Taglunaavdausau

https://www.ktc.co.th/article/knowledge/phishing



types of attacks attack prevention methods

logic bugs, design flaws, code injections —> application <— sandboxing, software restrictions

insecure defaults, platform vulnerabilities ==  operating system <€— patches, reconfiguration, hardening
sniffing, spoofing, masquerading —> network <€— encryption, authentication, filtering

console access, hardware-based attacks = physical €— guards, vaults, device data encryption

Figure 16.1 The four-layered model of security.
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Malware
Trojan horse
Spyware
Ransomware
Trap door

Logic bomb
Virus

Worms
Monoculture
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Stack Overflow HSD® Buffer Overflow
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#include <stdio.h>
#define BUFFER_SIZE O

int main(int argc, char *argv[])

{
int j = 0;
char buffer [BUFFER_SIZE];
int k = 0O;
if (argc < 2) {return -1;}
strcpy (buffer,argv[1]);
printf ("K is %d, J is %d, buffer is %s\n", j,k,buffer);
return O;
}
}

Figure 16.2 C program with buffer-overflow condition.



Hash Functions

Input Digest
o e e T S T e o
umeeover w1 e | 188 165 100 R S
umesoer w1 e |y S8 TS5 1% aene e
mproert s e a0 T8 T e o
mpmoct (> o {58 500 e s one

1
o A

AruaNiiand1Atymaa w1 inverse function annunn wazlaniaiia collision ae



Manee

Manee

Manee

Tumalusunsudisnmsinu password vasgld wuulwuisazuasass ?

Password

Password

Password

1234

+I

Salt (random)

bvsPehSMfv11Cd

frethegrudeya Hacker %8y
NOAUAUNIELTITA
= User »
LU password . A
Manee —_—
\fiu hash value frategrutoya Hacker 8ruwalisaliaan

na3e wanguldalionn

Hash values (password)

function Manee a591a6d40bfd20404a011733cfb7b1

QSHamWu
— Bl v —
90d62c65bf0bcda32b57b277d9 goqlsu

Hacker g8nuwnalisakioan

= f [l W
Nu hash val ANDHNTUYDYE -t
LAY hash value VUNFTUVDYA unmmduﬁmﬂﬂ'w

iwaz salt value Hash values Salt
Hash (password) values
function Manee f7b007b41cf9e48d0414  bvSPehSMF
181bb12dbdd88déd5<a V11Cd
afe8odbd68bjaleGhb

Tusunsuwedlne Thai programmer
brtpSuifennn facebook comvprogrammetrha




sr98asHarugaatdaunilan dauitawl: 10 Suduusa Wudod

—

. password | 512 4,929,113 1leud
1123456 | w1 1,523,537 1t
123456789 | rilaf 413,056 tieyd
.guest | ¢il7d 376,417 ey
.qwerty | sil2f 309,679 1y
12345678 | w12 284,946 ey
111111 | 5l 229,047 tiny
112345 | i1 188,602 1frud

- col123456 | 512 140,505 tiry®

o © 0o 9 ~N o O e W M

—

1123123 | 612 127,762 1iey



using System;
using System.Security.Cryptography;
using Microsoft.AspNetCore.Cryptography.KeyDerivation;

Console.Write("Enter a password: ");
string password = Console.ReadLine();

byte[] salt = new byte[128 / 8];
using (var rng = RandomNumberGenerator.Create())

{
rng.GetBytes(salt);

}
Console.WritelLine($"Salt: {Convert.ToBase64String(salt)}");

string hashed = Convert.ToBase64String(KeyDerivation.Pbkdf2(
password: password,
salt: salt,
prf: KeyDerivationPrf.HMACSHA1L,
iterationCount: 10600,
numBytesRequested: 256 / 8));
Console.WritelLine($"Hashed: {hashed}");




Enter a password: helloworld
Salt: 1ntE98uKsFx7HSTpk/tTEA==

Hashed: xit@xfN1lIfAK2c3TOuogUm/617E0AXxUV14iUSNYpDy@©=




Cryptography (hidden/secret to write)
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Encryption

An encryption algorithm consists of the following components:

o AsetKofkeys. (295 key

* Aset M of messages.
* Aset C of ciphertexts.

® An encrypting function E : K = (M — C). That is, for each k € K, E; is a
function for generating ciphertexts from messages. Both E and E; for any k
should be efficiently computable functions. Generally, E; is a randomized
mapping from messages to ciphertexts.

e A decrypting function D : K = (C — M). That is, for each k € K, D, is a
function for generating messages from ciphertexts. Both D and D, for any
k should be efficiently computable functions.



Symmetric Encryption: Block Cipher

- Data Encryption Standard (DES) 64-bit block, 56-bit key
- Advanced Encryption Standard (AES) 128-bit block, 128/192/256-bit key

Plaintext data

Block cipher
encryption

Ciphertext
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Stream Cipher

Keystream W " . ( Keystream

Key

Generator J (seed) [ Generator
K |01011011110101011011011 K |01011011110101011011011
F w
k
Hi Ciphertext Hi
Arun Arun
Plaintext Encrypt Decrypt Plaintext

Stream ciphers typically execute at a higher speed than block ciphers
and have lower hardware complexity. However, stream ciphers can be
susceptible to security breaches; for example, when the same starting
state (seed) is used twice.



Asymmetric Encryption

- Ualaﬂua\) symmetrlc encryptlon AD sender/recelver Qovl secret key
ApuN:13uNIsdoans (AovIUKINAU a LWaaNav30:13 key o:ls)

/1N
WWW
A\ | /4

KU :=auAuaaunsaisul
user dvuUoya LU username,
password credit card no
U\)D'\lUUC’ID\)lU’lSHanun 5
https (s = secure)




RSA - Rivest, Shamir, and Adleman

In RSA, k, is the public key, and k; is the private key. N is the product of
two large, randomly chosen prime numbers p and g (for example, p and g are
2048 bits each). It must be computationally infeasible to derive k, , fromk, ;, so
that k, need not be kept secret and can be widely disseminated. The encryption
algorithm is E;, y (1) = m* mod N, where k, satisfies k,k; mod (p —1)(g—1) = 1.
The decryption algorithm is then D y(c) = ¢kt mod N.

An example using small values is shown in Figure 16.8. In this example, we
make p =7 and g = 13. We then calculate N =7 % 13 =91 and (p—1)(g—1) = 72.
We next selectk, relatively prime to 72 and < 72, yielding 5. Finally, we calculate
k; such that k,k; mod 72 = 1, yielding 29. We now have our keys: the public key,
k.n = 5,91, and the private key, k, , = 29,91. Encrypting the message 69 with
the public key results in the message 62, which is then decoded by the receiver
via the private key.
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Authentication

An authentication algorithm using symmetric keys consists of the follow-
ing components:
o Aset K of keys.
* Aset M of messages.
* Aset A of authenticators.

e AfunctionS: K - (M — A). That is, for each k € K, S, is a function for
generating authenticators from messages. Both S and S, for any k should
be efficiently computable functions.



JWT.IO

Encoded Decoded
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HS256 vs RS256 HMAC using SHA256, RSA using SHA256)

Algorithm  HS256
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