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File-System Interface

File Ao uniform logical view of stored information
mapped to physical devices

II////// >

W

//

File Attributes

Name D
Identifier (id)

Type

Location

Size

Protection

Timestamps (created, last modified, last use)
User identification (owner)

physical device 9199:1J uniform



File Operations

Creating a file

Writing a file

Reading a file

Repositioning within a file (seek - not involve any actual 1/0)

Delete a file

Truncating a file (erase the contents of a file, but keep its attributes)
Appending, renaming, and copying

Open-file table contains all information about open files.

iJ 1table cio 1 process
Per-process table tracks all files that a process has open.

iJ 1table cid 1 0S
System-wide table contains process independent information.

open() returns a pointer to the file in open-file (per-process) table.
close() removes the entry in per-process table and
decrease file-open count in system-wide table.



Information associated with an open file

File pointer
File-open count

Disk location of the file System-wide table Storage

Access rights File A -\/—\
\
N—

File-open count
Disk location

P1 P2

File A ¢ File A ¢

File pointer
Access rights

Per-process table Per-process table
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FILE LOCKING IN JAVA

In the Java API, acquiring a lock requires first obtaining the FileChannel

for the file to be locked. The 1ock () method of the FileChannel is used to
acquire the lock. The API of the 1lock () method is

FileLock lock(long begin, long end, boolean shared)

Unouuu synchronous (blocking) ua: asynchronous (non-blocking)
where begin and end are the beginning and ending positions of the region

being locked. Setting shared to true is for shared locks; setting shared
to false acquires the lock exclusively. The lock is released by invoking the
release () of the FileLock returned by the 1lock () operation.

The program in Figure 13.2 illustrates file locking in Java. This program
acquires two locks on the file file.txt. The lock for the first half of the file
is an exclusive lock; the lock for the second half is a shared lock.

Shared (r) several processes can acquire the lock concurrently.
(tngv shared lock og H1u exclusive lock)
(3aHSU reader

Exclusive (w) only one process at a time can acquire such a lock.
(tngv exclusive lock og KW shared/exclusive lock)
t3aHSU writer



Mandatory vs. Advisory Locking

Mandatory OS ensures locking integrity.
Advisory it's up to software developers (acquired & released).
Windows mandatory locking
Linux advisory locking
"4 Folder In Use — .

The action can't be completed because the folder or a file in it is open in
another program

Close the folder or file and try again.

poc-insurance
Date created: 23/01/2018 :35 PM

Try Again Cancel

............................................

Fewer details




File Types

file type usual extension function
executable exe, com, bin ready-to-run machine-
or none language program
object obj, o compiled, machine

language, not linked

source code

C, Cc, java, perl,
asm

source code in various
languages

mp4, avi

batch bat, sh commands to the command
interpreter

markup xml, html, tex textual data, documents

word processor|xml, rtf, various word-processor

docx formats

library lib, a, so, dll libraries of routines for
programmers

print or view qgif, pdf, jpg ASCI| or binary file in a
format for printing or
viewing

archive rar, zip, tar related files grouped into
one file, sometimes com-
pressed, for archiving
or storage

multimedia mpeg, mov, mp3,| binary file containing

audio or A/V information

Figure 13.3 Common file types.




Magic number wauu Linux Tdludoviuiuana (extension)

QY1N magic number

od -h --endian=big file.ext

EXE /F 45 4C 46
PNG 89 50 4E 47 0D OA 1A OA

https://en.wikipedia.org/wiki/List_of file signatures



File Structures

OS diutKad:iJ file structures ZHuaanao aaoom:)aeno file structure
UDv executable files uu Linux Dodv execute WA0 0S :GDvaSIDadU
file structure NDUIIYNCDVHSDIU f0utwadu a Allidovasivasu (V1)

ELF header

Program header table

text

ucia: a:uuaotWa exe d:NlHaqQ

rodat
rodata av memory AchUKUYCIVAU

\ .data P

Section header table

N7

https://en.wikipedia.org/wiki/Executable_and_Linkable Format



Internal File Structure

- Linux TWa AD a stream of bytes

- Logical record size = 1 byte o

- Uonuuaunsainidinudayadsuudowunidu block (sector)

- Physical block size = 512, 1K, 2K, 4K dunua1saudsnts

- Packing technique WOuU38n1s1AU logical records avuu physical blocks
GuowaAaudISNave a

Packing
Logical technique ) Physical
records fuaned seqluum blocks
file-system

implementation



File Access Methods auiigsdu physical devices)

Sequential Access (flouJi1 device 9199:10U random access)
to access record n, must access record n — 7

Direct Access 22222\ AAADOOOOOD
i ] BBBBB
fixed-length logical records n HHHE0
CCCC\n CCCCoooooo
DDDDDD DDDDDDOOOO
Other Access Methods
Variable length Fixed length

indexing
ISAM (Index sequential-access method, IBM)

Sequential access KU28AWI LOU random access HD aulauslu random access



Indexing




Indexing

10 bytes

Index

Total

20,000 bytes
(in memory)

Binary search
AuH3UDVAdDYMSDEU
block THU ua>roelU
sequential search
tu block Uu uf 64 records

- —

2,000 records

1 record = 10 bytes (UPC) + 6 bytes (price)

sHaguA s1Mm

Sorted by UPC

1 block = 1,024 bytes
64 records (64 x 16 = 1k)

WeNgIUDDNLUULHE block
t0uduoutninuov physical block

Total 2,000 blocks
2,000 x 64 = 128,000 records
(in disk)

(universal product code)



Directory and Disk Structure

P . LTy Il
| directary

i :

directory
directory

P —

i jeeanemeili ]
P ; = disk283 | | disk2

TILTAEIIE PP e P T T PPrEr PP TLE

S S disk T SERT
e | volume | | dles. .

P ey e

partitionB< | ]

M partition fiou S

uddwasu partition Wu volume N i

U drive C ua: D Ysv Windows 1210an (partition) Kae a
(directory 1hQUuULUDASV file system) pasouAutdu volume G

WU LVM udv Linux




STORE DIRECTORY

gettyimages

Bloomberg
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- 175276874




Partition a logical division of a disk
Partition tJunisuUowunGanidlay
tunsaundIU #disk #partition = 1:1

Volume a logical assembly of one or more partitions
OS 2:18 file system 10 @v mount ndu IWDIKIO volume

(1 volume Gadvlaun 1 file system tndu)
tunseundlU #volume : #partition = 1: 1

Directory a file system cataloging structure which contains references
to other computer files, and possibly other directories.
iU directory 3ou directory 1Q (directory = folder)

https://en.wikipedia.org/wiki/Volume_(computing)



Example [edit]

This example concerns a Windows XP system with two physical hard disks. The first
hard disk has two partitions, the second has only one. The first partition of the first

hard disk contains the operating system. Mount points have been left at defaults.

Physical disk Partition Filesystem | Drive letter

Partition 1 | NTFS C:
Hard Disk 1

Partition 2 | FAT32 D:
Hard Disk 2 Partition 1 | FAT32 E:

In this example,

e "C:". "D:", and "E:" are volumes.
e Hard Disk 1 and Hard Disk 2 are physical disks.

* Any of these can be called a "drive".

Undo:nuA 2 steps Ad
1. create a partition (fdisk)
2. make a file system (mkfs)
ANSAasiv volume v:soUTUAUTU 1 HSD 2 (?)

Disk
uu'ovT?ufiﬁaﬁ
IKJDUAUKDY
Partition (physical drive)

Wasu raw partition
tKwsSoauaaav file system

Volume (logical drive)

aaadv file system
avlUuu physical volume

File system



(A4 Computer Management

- File  Action View Help

e pEHEE =F & 2D

(A Computer Management (Local
W '[[’U!- System Tools

® Task Scheduler

@ Event Viewer

| Shared Folders

@_ﬁ‘_ﬁ. Performance

% Device Manager
w (=0 Storage

= Disk Management

i Services and Applications

Volume | Layout | Type | File System | Status

= () Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Basic Data Partition)
== (Disk 0 partition 1) Simple Basic Healthy (EFI System Partiticn)

== (Disk 0 partition 4)  Simple  Basic Healthy (Recovery Partition)

Change Drive Letter or Path

Enter a new drive letter or path far C: ().
(®) Assign the following drive letter:

Mounrt in the following empty MTFS folder:

|==]
mI=|
i < e

D

E

F

QK Cig

H
< >
1
= Disk 0 - |

Basic (5]
4?5-_92 GB 100 MB 476,33 GB NTFS 308 MB
Online Healthy (EF| 5y | ‘Healthy (Boot, Page File, Crash Durnp, Basic Dal| | Healthy (Recovery Pa

ANKUQ drive letter tKucia: volume I WGUABCDE
(Govllu volume Nl file system uad)

B Unallocated W Primary partition

Actions
Disk Management

Mare Actions




Logical Volume Management (Linux)

o — tu Linux 1D2s3unou file system d:2gjuu physical
system system | volume Tciovil logical volume Uouurild 2 wuu

Us:lgsu .
- asv logical volume NtHednI disk 14 1w6u 100 TB
- logical volume M resize TAvIgNIN

L J

\__/

Violume Group

]

I Jr I Linux LWodasiv partition uas>ovasiv
physical volume Q28Adv pvcreate
Fhysical Phiysical Fhysical 1. . . '
e i i IWSIz1S18vMISUA physical volume wWaa a

AVl file system




Directory Overview

Symbol table (file names - directory entry)

Basic operations on a directory
e Search for a file
* Create a file
* List a directory
* Rename a file
* Traverse the file system 18U dir /s (Windows) HSo ls -R (Linux)



Single-Level Directory

dotwa
directory catl a testl datal mar!l contl hex rec:ordl
files égéggégé
chuHuv
uaolwa Figure 13.7 Single-level directory.
Limitations

* when the number of files increases
* when the number of user increases
* naming collision (unique-name rule is violated)



Two-Level Directory

master file

directory user 1 |user 2 | user 3| user4

| \

user file

directory test data test data

LOLLLDEE L

Figure 13.8 Two-level directory structure.

The first level (master file directory) separates users.



Tree-Structured Directory

root

spell programs
stat mail dist find | count | hex |reorder mail
prog | copy reorder| list count

list

spell

last

first

L9 A R AP A

Figure 13.9 Tree-structured directory structure.

Users can manage their own subdirectories.

N 004 [



Acyclic-Graph Directory

root

Y

dict

spell

list

all w

count

Linux
- hard link Zumao In (sUu)
- soft link 16A1&Y Ln -s (suaalu)

count

words | list

p—

o

L J

list

rade

Figure 13.10

58

UASILSIAGDVMSTH 2 folders/files
GlUN folder/file 1GedAU 16U
LWDUBSS:KI1V 2 usuwalAsu

2:1alucdpvil 2 nauu HEDIWDADIWE:QDN
16U c:\doc BIUR My Documents

Acyclic-graph directory structure.



root

dict

spell

list

all

count

symbolic link

count

words

list

(HSoD soft link)é

s:y path Rwég

list

rade | w7

SO0




In a nutshell, a soft link

= can cross the file system,

= allows you to link between directories,

= has different inode number and file permissions than original file,
= permissions will not be updated,

= has only the path of the original file, not the contents.

A hard Link

= can't cross the file system boundaries (i.e. A hardlink can only work on the same filesystem),
m can't link directories,

= has the same inode number and permissions of original file,

= permissions will be updated if we change the permissions of source file,

= has the actual contents of original file, so that you still can view the contents, even if the original file

moved or removed.

https://ostechnix.com/explaining-soft-link-and-hard-link-in-linux-with-examples/



General Graph Directory

root

1

avi

fc

fext

mail

count

é

o

mail

unhex

avi

count

3

5

|

Figure 13.11 General graph directory.

unhex

h

-1

%

i loop 10 2199:1AQ0NTDSaHSaaUGLHA WU soft link wala



File-System Mounting

A file system must be mounted before it can be available to processes.

volume 1 Adadv OS 13udun /

Y unmount volume 2
{ mount volume 3

Figure 10.13 Mount point.

A1dv mount Wuudv Linux
wa: Windows 7 dutd mitHs

ADoevVNIS8 flash drive uu Linux

waldgu flash drive uas> OS 9: mount tKoAWULEA  Windows Tgndhiadiuou
Lsu aun /media/flashdrive_name adanuad rauuaaniaun A-Z
Windows o8 drive letter TKL Iws1zioutdu drive letter

iAdu Uaouu mount A
walaosala



IWU disk tHU (volume tKU) uu Windows

Mew Simple Volume Wizard

Assign Drive Letter or Path

For easier access, vou can assign a drive letter or drive path to your partition.

{®)iAssign the following drive letter: oD

(") Mount in the following empty NTFS folder:

Browse. ..

i) Do not assign a drive letter or drive path

< Back Next =

Cancel




/ 18 space uUdv
volume 1

LinuXx

device nnogv LWGU
printer, usb port
G2V mount fdu
uas>v=auLggula
IKUoulwauna

13 network
file system

/home/bob
3 volume 3

/home/tom
6 volume 2

/home/joe
13 volume 4

wcia: volume 13 file system cvaula

Windows clob

UnGuov first level usndu letter Ad user-friendly
ucidoldsAoubuA A - Z tnuu IWUTUIA (26 drives)

Windows 15Ud1A drive C IWs1:gAusni drive A, B
dKSu floppy disk 5" ua: 35" uddanisiJ

Windows: maintaining an extended two-level directory
MacOS X: all file systems are mounted under /Volumes



File Sharing

Remote file systems

Windows sharing files via network
Linux mount to a file system on another Linux
- « A Bl 5 Network > BRINK-W10PC

# Quick access

‘& OneDrive
B This PC \(‘ \f‘ ‘\(‘
folder Pictures Users

v ¥ Network

£ BRINK-LAPTOP
=3 BRINK-W10PC

Linux (simplified)
mount //ip-address/share /mnt/data



Network File System

SMB File Server
(SAMBA)

network

L 2\

5 drive Z: LlUU network file system

UoQuov File Server

- WWuNNUDYaAUA LWSIUBSAU

- dounalvniiKun backup Uoya

- IHW=AUIWAasSU/3aTo/doyauunattied
usmisthulwauusutnasiia

- Google Drive, One Drive

- IKu=AUIWalDnasnduunQluikedun




Protection

4 java Properties ¥ | TW-rw-r-- 1 pbg staff 31200 Sep308:30  intro.ps
o drwx-—----- 5pbg staff 512 Jul 809.33 private/
= S drwxrwxr-x 2 pbg staff 512 Jul 8 09:35 doc/
Generdl Compatib Digital Signatures
E‘-chuﬁtf E:t 'hlliy B g,a E i drwxrwx—  2jwg student 512 Aug314:13  student-proj/
= i -rW-r--r-- 1 pbg staff 9423 Feb 242017 program.c
) . . s -rWXr-Xr-X 1 pbg staff 20471 Feb242017 program
Object name:  C:\Program Files'\Java‘jre1.8.0_592"bin‘java.exe drrXex-x atag faculty 512 Jul 31 1031 lib/
. drwx—---- 3 pbg staff 1024 Aug 2906:52 mail/
G :
b drwxrwxrwx 3 pbg staff 512 Jul 8 09:35 test/
= ALL APPLICATION PACKAGES
S8 SYSTEM
S Users (LL11-SXIAO\Users)
To change pemissions, click Edit. GEdt
Owner Group Others
Pemissions for Administrators Allow Deny
Full control
Modify .
Read & execute D1rectory
Read ] o
Wiite tu Linux UuAav chown, chgrp, chmod
Special pemissions mode 755 Ao 111 101 101
mode 644 Ao 110 100 100
for special pemissions or advanced setfings. cick Adyanced mode 700 Aa 111 000 000
mode 400 Ao 100 000 000
Cancel Apply daaus:zavAudoucia: mode AdD:IS?




Chapter 13 File-System Interface

13.1 File Concept 529 13.5 Memory-Mapped Files 555
13.2 Access Methods 539 13.6 Summary 560
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